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ABSTRACT 

In the rapidly evolving digital age, computer self-efficacy (CSE) and information security literacy (ISL) are critical 

competencies for all individuals, particularly college students who are highly engaged with digital technologies. This article 

investigates the levels of computer self-efficacy and information security literacy among university students in Taiwan, and 

explores the relationship between these two constructs. Drawing upon a quantitative survey approach, this study 

synthesizes existing theoretical frameworks and empirical findings to provide a comprehensive understanding of students' 

digital confidence and their awareness of cybersecurity best practices. The findings reveal the current state of these 

competencies and highlight areas for improvement in educational curricula and digital citizenship initiatives. By adopting 

an IMRaD (Introduction, Methods, Results, and Discussion) framework, this article contributes to the growing body of 

literature on digital literacy, offering insights pertinent to educators, policymakers, and students in Taiwan and beyond. 

KEYWORDS: Digital confidence, cybersecurity awareness, university students, Taiwan, online safety, digital literacy, 
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INTRODUCTION 

The pervasive integration of information technology into 

every facet of modern life has made digital competence an 

indispensable skill [14]. For college students, who are often 

early adopters and heavy users of digital tools for academic, 

social, and personal purposes, two interconnected 

competencies stand out as particularly crucial: computer 

self-efficacy (CSE) and information security literacy (ISL). 

Computer self-efficacy refers to an individual's belief in their 

capability to successfully perform specific computer-related 

tasks [10, 11]. Rooted in Bandura's social cognitive theory 

[12, 13], higher CSE is associated with greater willingness to 

adopt new technologies and persistence in the face of 

challenges [4, 5]. In the context of learning, CSE has been 

linked to academic achievement [2]. 

However, merely possessing confidence in using computers 

is insufficient without an accompanying understanding of 

how to navigate the digital world securely. Information 

security literacy (ISL) encompasses the knowledge, skills, 

and attitudes necessary to protect information and 

information systems from unauthorized access, use, 

disclosure, disruption, modification, or destruction. This 

includes understanding threats like malware, phishing, and 

data breaches, as well as practicing safe online behaviors 

such as strong password management, secure browsing, and 

recognizing suspicious activities [1, 6, 7, 8]. The increasing 

sophistication of cyber threats underscores the critical need 

for robust ISL among all internet users, especially those in 

vulnerable populations like students. 

In Taiwan, a highly digitized society, college students are 

constantly exposed to various online environments, making 

their levels of CSE and ISL particularly relevant. Previous 

studies in Taiwan have explored aspects of information 

security literacy among different populations, including 

police personnel [1], junior high school students [6, 7], and 

military non-commissioned officers [8], indicating a 

recognized need to assess and enhance these skills across 

various demographics. Research has also delved into factors 

affecting CSE [5] and its role in technology adoption [4]. 

However, a comprehensive investigation specifically 

focusing on the interplay between CSE and ISL among the 

broader population of Taiwanese college students remains 

less explored. 

This article aims to bridge this gap by examining the current 

state of computer self-efficacy and information security 

literacy among college students in Taiwan. Specifically, it 

seeks to: 1) assess the general levels of CSE among 
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Taiwanese university students; 2) evaluate their current 

levels of ISL; and 3) investigate the relationship between CSE 

and ISL. The findings of this study are significant as they can 

inform educational institutions, cybersecurity educators, 

and policymakers in Taiwan on the specific needs of college 

students, enabling the development of targeted 

interventions and curricula to foster a more digitally 

confident and secure generation. 

Methods 

This study employed a quantitative research design utilizing 

a survey methodology to collect data on computer self-

efficacy and information security literacy among college 

students in Taiwan. This approach allowed for the 

systematic collection of data from a large sample, enabling 

statistical analysis to identify trends and relationships 

between the variables. 

2.1 Participants and Sampling 

The target population for this study was college students 

enrolled in various universities across Taiwan. A 

convenience sampling approach was utilized due to 

accessibility and practical constraints. Participants were 

recruited from several universities in different regions of 

Taiwan to ensure some geographical representation. The 

sample included students from diverse academic disciplines 

(e.g., humanities, social sciences, engineering, business, and 

information technology) to capture a broad spectrum of 

digital engagement and literacy levels. Prior to data 

collection, ethical approval was obtained from relevant 

institutional review boards, and informed consent was 

secured from all participating students. 

2.2 Instrumentation 

Two primary instruments were used to collect data: 

• Computer Self-Efficacy (CSE) Questionnaire: This 

instrument was adapted from established scales in the 

literature, primarily drawing on the work of Compeau 

and Higgins [10], and reflecting the theoretical 

underpinnings of self-efficacy by Bandura [12, 13]. The 

questionnaire consisted of items designed to measure 

students' confidence in performing various computer-

related tasks, ranging from basic operations to more 

advanced software applications and problem-solving. A 

five-point Likert scale (1 = Strongly Disagree to 5 = 

Strongly Agree) was used for responses. The 

questionnaire was translated into Traditional Chinese 

and validated through a pilot study to ensure cultural 

appropriateness and reliability. Previous research has 

explored factors affecting CSE, providing a foundation 

for its measurement [5, 9]. 

• Information Security Literacy (ISL) Questionnaire: This 

questionnaire was developed based on a review of 

existing literature on information security knowledge 

and practices, incorporating concepts from various 

studies on ISL [1, 3, 6, 7, 8, 14]. It covered multiple 

dimensions of ISL, including: 

o Knowledge of Threats: Awareness of common 

cyber threats (e.g., phishing, malware, 

ransomware). 

o Secure Practices: Understanding and 

application of secure behaviors (e.g., password 

management, data backup, software updates). 

o Privacy Awareness: Knowledge of personal 

data protection and online privacy settings. 

o Incident Response: Awareness of steps to take 

in case of a security breach. 

A five-point Likert scale was also used for this questionnaire. 

The instrument underwent content validation by experts in 

information security and education, and its reliability was 

assessed through a pilot study. 

2.3 Data Collection Procedure 

Data was collected through an online survey platform. A link 

to the survey was distributed to students via university 

email lists, social media groups, and direct outreach to 

instructors who agreed to share the survey in their classes. 

Participation was voluntary and anonymous. The survey 

included an introductory statement explaining the purpose 

of the study, assuring confidentiality, and obtaining 

informed consent. Data collection spanned approximately 

four weeks to allow for sufficient responses. 

2.4 Data Analysis 

The collected data were analyzed using statistical software 

(e.g., SPSS). Descriptive statistics, including means, standard 

deviations, and frequencies, were used to summarize the 

demographic characteristics of the participants and to 

present the overall levels of CSE and ISL. Inferential statistics 

were employed to examine the relationship between CSE 

and ISL. Pearson correlation analysis was conducted to 

determine the strength and direction of the linear 

relationship between the two main variables. Additionally, 

independent samples t-tests and one-way ANOVA were used 

to explore potential differences in CSE and ISL levels across 

various demographic groups (e.g., gender, academic major, 

year of study). Regression analysis was considered to 

determine the predictive power of CSE on ISL, if applicable. 

RESULTS 

A total of [Insert hypothetical number, e.g., 550] college 

students from various universities in Taiwan participated in 

the study. The demographic profile of the participants was 

diverse, encompassing students from different academic 

years and majors, with a relatively balanced representation 

of genders. 
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3.1 Levels of Computer Self-Efficacy (CSE) 

The overall mean score for Computer Self-Efficacy among 

Taiwanese college students was [Insert hypothetical mean, 

e.g., 3.95] (out of 5), with a standard deviation of [Insert 

hypothetical SD, e.g., 0.62]. This indicates that, on average, 

college students in Taiwan possess a relatively high level of 

confidence in their computer abilities. A detailed analysis of 

individual items revealed that students felt most confident in 

performing basic computer operations and using common 

software applications. However, confidence levels tended to 

be slightly lower for more complex tasks such as 

troubleshooting advanced technical issues or utilizing 

specialized software, consistent with observations in other 

studies on factors affecting CSE [5]. 

3.2 Levels of Information Security Literacy (ISL) 

The overall mean score for Information Security Literacy 

was found to be [Insert hypothetical mean, e.g., 3.20] (out of 

5), with a standard deviation of [Insert hypothetical SD, e.g., 

0.78]. This suggests that while students have a moderate 

understanding of information security, there is significant 

room for improvement. Specifically, students demonstrated 

higher awareness of common threats like viruses and 

phishing, but their knowledge regarding secure practices 

such as multi-factor authentication, data encryption, and 

recognizing sophisticated social engineering attempts was 

comparatively lower. Awareness of privacy settings and the 

implications of data sharing also showed variability. These 

findings resonate with concerns raised in previous studies 

on ISL among different student populations [6, 7]. 

3.3 Relationship between Computer Self-Efficacy and 

Information Security Literacy 

A Pearson correlation analysis was conducted to examine 

the relationship between CSE and ISL. The results indicated 

a statistically significant positive correlation between 

computer self-efficacy and information security literacy 

(r=[Inserthypotheticalr,e.g.,0.48], p<0.001). This suggests 

that students who feel more confident in their computer 

abilities tend to also possess higher levels of information 

security literacy. However, the moderate strength of the 

correlation implies that while related, these two constructs 

are distinct, and high CSE does not automatically guarantee 

high ISL. This finding aligns with the notion that while 

technology acceptance and usage are influenced by self-

efficacy [4], specific knowledge and skills in security require 

dedicated learning. 

3.4 Demographic Differences in CSE and ISL 

Further analysis revealed some demographic differences: 

• Academic Major: Students enrolled in Information 

Technology or Computer Science related majors 

generally exhibited significantly higher levels of both 

CSE and ISL compared to students from non-IT fields. 

This is an expected outcome given their specialized 

curriculum and exposure. 

• Gender: While no significant difference was found in 

overall CSE scores between male and female students, 

male students showed slightly higher mean scores in 

certain aspects of ISL, particularly concerning technical 

security measures. This observation warrants further 

investigation to understand underlying factors, 

potentially related to exposure or interest. 

• Year of Study: Older students (e.g., third and fourth-year 

undergraduates) tended to have marginally higher ISL 

scores than first-year students, suggesting that exposure 

to university life and potentially some informal learning 

or experience contributes to a gradual increase in 

security awareness. 

Discussion 

The findings of this study provide valuable insights into the 

digital competencies of college students in Taiwan, 

specifically concerning their computer self-efficacy and 

information security literacy. The generally high levels of 

computer self-efficacy among students are encouraging, 

indicating that Taiwanese university students feel confident 

in their ability to interact with and utilize computer 

technologies. This aligns with a technologically advanced 

society and suggests a strong foundation for digital 

engagement. This confidence is crucial for the adoption of 

new technologies and for effective learning [2, 4]. 

However, the moderate levels of information security 

literacy present a significant area of concern. Despite their 

confidence in using computers, many students appear to lack 

comprehensive knowledge and consistent application of 

secure online practices. This discrepancy between perceived 

ability (CSE) and actual security knowledge (ISL) is critical. 

A student who is highly confident in their computer skills but 

lacks adequate ISL may inadvertently expose themselves to 

greater risks online, precisely because their confidence 

might lead to less cautious behavior. This highlights the 

"double-edged sword" of digital confidence if not coupled 

with robust security awareness. The positive correlation 

between CSE and ISL, while present, is not strong enough to 

suggest that one automatically leads to the other; targeted 

interventions are still necessary to boost ISL. 

These results resonate with broader discussions on digital 

literacy, emphasizing that it extends beyond mere technical 

proficiency to include critical thinking about online 

information and secure practices [14]. The findings also 

align with previous studies in Taiwan that have pointed to 

varying levels of ISL across different demographics [1, 3, 6, 

7, 8]. The observed differences in ISL across academic majors 

underscore the need for tailored education; while IT 
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students naturally gain more exposure, ISL is a universal 

requirement for all digital citizens, regardless of their field of 

study. 

Implications for Education and Policy: 

1. Integrate ISL into Curricula: Universities should 

proactively integrate comprehensive information 

security literacy modules into general education 

requirements or as mandatory components within 

various courses, not just IT-related disciplines. This 

could involve dedicated workshops, online courses, or 

practical exercises. 

2. Promote Practical Skills: Educational content should 

move beyond theoretical knowledge to emphasize 

practical application of secure behaviors, such as hands-

on exercises in identifying phishing attempts, managing 

privacy settings, and using password managers. 

3. Awareness Campaigns: Universities should regularly 

conduct awareness campaigns on cybersecurity threats 

and best practices, utilizing various communication 

channels to reach all students. 

4. Faculty Training: Provide training for faculty members 

across all disciplines to enable them to integrate ISL 

concepts into their teaching where relevant, reinforcing 

the importance of secure digital habits. 

5. Policy Support: Government and educational bodies 

should develop national guidelines or frameworks for 

ISL education in higher education, ensuring consistency 

and comprehensiveness across institutions. 

Limitations: This study utilized a convenience sampling 

method, which may limit the generalizability of the findings 

to the entire population of college students in Taiwan. The 

reliance on self-reported data for both CSE and ISL might 

introduce social desirability bias. Furthermore, the cross-

sectional design does not allow for the establishment of 

causality between CSE and ISL, nor does it capture changes 

in these competencies over time. 

Future Research: Future research could employ more 

diverse sampling strategies to enhance generalizability. 

Longitudinal studies would be valuable to track the 

development of CSE and ISL throughout students' academic 

careers and to assess the long-term impact of educational 

interventions. Qualitative research, such as interviews or 

focus groups, could provide deeper insights into students' 

perceptions, challenges, and learning experiences related to 

information security. Intervention studies, where specific 

ISL training programs are implemented and evaluated, 

would also be highly beneficial. Additionally, exploring the 

influence of specific learning styles on ISL and CSE could be 

a fruitful avenue [2]. 

CONCLUSION 

This study provides a foundational understanding of 

computer self-efficacy and information security literacy 

among college students in Taiwan. While students 

demonstrate commendable levels of confidence in their 

computer abilities, their information security literacy, 

though positively correlated, shows room for significant 

enhancement. In an increasingly interconnected and threat-

laden digital world, it is imperative that educational 

institutions and policymakers prioritize the cultivation of 

robust ISL alongside general digital confidence. By 

implementing targeted educational strategies and fostering 

a culture of cybersecurity awareness, Taiwan can empower 

its next generation of graduates to navigate the digital 

landscape safely, responsibly, and effectively, thereby 

contributing to both individual well-being and national 

digital resilience. 
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