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ABSTRACT

The automotive industry is currently undergoing a foundational transition from distributed Electronic Control Units to
centralized and zonal Electrical/Electronic (E/E) architectures. This shift, necessitated by the increasing complexity of
autonomous driving functions and high-bandwidth data processing, introduces significant challenges regarding functional
safety and system reliability. This research provides an exhaustive analysis of fault-tolerant design strategies, specifically
focusing on Dual-Core Lockstep (DCLS) architectures and Triple Modular Redundancy (TMR) within SRAM-based Field
Programmable Gate Arrays (FPGAs) and modern microprocessor environments. By examining the impact of Single Event
Upsets (SEUs) and radiation-induced functional failures, this study establishes a comprehensive framework for predicting
error rates through Code Emulating Upsets (C.E.U.) and radiation testing benchmarks. Furthermore, the article explores the
software-centric dimensions of reliability, including the mitigation of memory leaks in mission-critical middleware and the
enforcement of pointer provenance through architectural innovations like CHERI. The synthesis of these hardware and
software strategies is evaluated against the rigorous standards of ISO 26262 and ISO/PAS 21448. The results indicate that
while centralized architectures reduce wiring complexity and facilitate software-over-the-air updates, they require a multi-
layered approach to resilience that integrates lockstep processing, custom memory allocation, and advanced error rate
prediction to ensure the safety of the intended functionality in harsh terrestrial and electromagnetic environments.

KEYWORDS: Zonal Architectures, Dual-Core Lockstep, Functional Safety, Radiation Hardening, Memory Leak Detection,
ISO 26262, SRAM-based FPGAs.

INTRODUCTION

The contemporary vehicle has evolved into a
sophisticated  mobile data center, demanding

The problem landscape is multifaceted. At the hardware
level, the shrinking feature sizes of semiconductors have

unprecedented levels of computational power and
interconnectivity. As automotive manufacturers move
away from the traditional federated model-where
individual functions like engine control or braking were
managed by isolated Electronic Control Units (ECUs)-the
emergence of centralized E/E architectures has become
inevitable. According to research on centralized
automotive architectures (Bandur et al, 2021), this
transition is driven by the need to manage the massive
data throughput of sensor fusion in Advanced Driver
Assistance Systems (ADAS) and the desire for more
streamlined software management. However, this
centralization concentrates critical functions into a few
high-performance "zonal controllers,” making the
reliability of these units a paramount concern for public
safety.

made modern microprocessors and FPGAs increasingly
susceptible to transient faults induced by atmospheric
radiation. These Single Event Upsets (SEUs) can flip bits
in memory or logic, leading to silent data corruption or
catastrophic system failure. Early research into
microprocessor reliability (Velazco et al, 2000)
highlighted the necessity of predicting error rates using
sophisticated fault injection techniques like C.E.U. As
systems move toward SRAM-based FPGAs for zonal
control, the vulnerability of the configuration memory
becomes a critical failure vector (Benites et al., 2019).

Parallel to these hardware concerns are the software-
induced vulnerabilities. In mission-critical middleware,
memory leaks and stack overflows represent significant
threats to long-term system stability. Analysis of stack
overflow trends (Barua et al,, 2014) and representation
learning for developer posts (He et al., 2024) suggests that

https://irjernet.com/index.php/fems

22



FEMS, (2026)

even seasoned developers struggle with memory
management in complex C/C++ environments typical of
automotive software. Furthermore, the use of custom
memory allocation strategies (Berger et al., 2002) and the
enforcement of pointer integrity (Kuznetzov et al., 2018)
are essential for preventing the exploitation of memory
vulnerabilities in an increasingly connected vehicle
ecosystem.

Despite these advancements, a significant gap remains in
the literature regarding the holistic integration of
hardware fault tolerance-such as the Dual-Core Lockstep
(DCLS) architecture found in NXP S32G processors-with
software-level memory safety and radiation-aware
reliability analysis. This article seeks to bridge that gap by
providing a deep theoretical elaboration on how these
disparate safety mechanisms converge to satisfy
international safety standards. We argue that the move to
centralized zonal controllers (Abdul Salam Abdul Karim,
2023) is only feasible if the hardware can maintain
"functional safety” (ISO 26262, 2018) and the "safety of
the intended functionality” (ISO/PAS 21448, 2019)
through a combination of redundancy, rigorous testing,
and advanced software profiling.

METHODOLOGY

The methodology for this research is structured as an
integrative analysis of three distinct reliability domains:
hardware redundancy techniques, radiation-induced
error prediction, and software-level memory profiling.

In the hardware domain, we examine the implementation
of Dual-Core Lockstep (DCLS) architectures specifically
within the context of automotive zonal controllers. DCLS
involves running two identical processor cores in parallel,
executing the same instruction stream with a temporal
offset of a few clock cycles. A hardware comparator
monitors the outputs of both cores. If a discrepancy is
detected-caused, for instance, by an SEU affecting only
one core-the system triggers a high-priority interrupt or
enters a safe state. This methodology is elaborated by
comparing DCLS with Triple Modular Redundancy (TMR)
as implemented in ARM Cortex-MO soft-cores (Benites et
al,, 2019). The analysis focuses on the trade-offs between
area overhead, power consumption, and the probability
of common-cause failures.

To quantify the reliability of these hardware structures,
we utilize the Code Emulating Upsets (C.E.U.) injection
method (Velazco et al, 2000). This involves the
systematic corruption of internal registers and memory
locations via software-controlled interrupts to simulate
the effects of heavy ions or neutrons. By observing the
system's reaction to these synthetic faults, we can derive
a "cross-section” of vulnerability for various benchmarks,

including the Advanced Encryption Standard (AES)
(Dworkin et al, 2001) and other computationally
intensive tasks used in ADAS. This is supplemented by the
use of radiation testing benchmarks (Quinn et al.,, 2015)
which standardize how microprocessors and FPGAs are
evaluated in particle accelerators to ensure terrestrial
reliability.

The software reliability methodology focuses on
detecting and mitigating memory-related failures. We
analyze container profiling techniques for Java-based
software (Xu & Rountev, 2013) and adapt these concepts
for the mission-critical C/C++ middleware used in
automotive systems (Carrozza et al., 2010). The focus
here is on identifying "leaky" objects and improper
pointer provenance. A Kkey component of this
methodological pillar is the evaluation of Capability
Hardware Enhanced RISC Instructions (CHERI) and
CheriABI (Davis et al., 2019), which provide architectural
support for fine-grained memory protection and pointer
privilege minimization. This allows us to assess how next-
generation zonal controllers can prevent the propagation
of software errors into the physical domain.

Finally, the synthesized data from these investigations is
mapped onto the requirements of ISO 26262. We utilize
fundamentals of electronic systems design (Lienig &
Bruemmer, 2017) to conduct a formal reliability analysis,
calculating the Probability of Failure per Hour (PFH) and
the Diagnostic Coverage (DC) of the proposed integrated
architecture. This ensures that the theoretical discussions
are grounded in the practical compliance frameworks
required by the automotive industry.

RESULTS

The findings of this comprehensive investigation
highlight several critical aspects of modern automotive
system design. First, the evaluation of the NXP S32G-
based zonal controller reveals that DCLS provides a
diagnostic coverage of over 99% for transient hardware
faults (Abdul Salam Abdul Karim, 2023). However, the
implementation of lockstep logic alone is insufficient for
systems operating in radiation-prone environments. The
C.E.U. injection results demonstrate that certain software
structures, particularly those involving heavy recursive
calls or deep stack usage, are significantly more sensitive
to SEUs than linear computational blocks like the AES
encryption algorithm (Velazco et al., 2000; Dworkin et al.,
2001).

When examining SRAM-based FPGAs, the results indicate
that TMR on an ARM Cortex-MO0 soft-core significantly
improves the Mean Time Between Failures (MTBF)
compared to non-redundant configurations (Benites et
al, 2019). However, the "soft" nature of the FPGA
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configuration memory means that the TMR logic itself can
be corrupted. This leads to the discovery that periodic
"scrubbing” of the configuration bits-reloading the
correct bitstream from a hardened flash memory-is a
mandatory requirement for maintaining the integrity of
the redundancy logic in terrestrial environments where
neutron flux is a factor.

In the software domain, the analysis of mission-critical
middleware reveals that memory leaks often follow a
"slow-growth" pattern that bypasses traditional unit
testing (Carrozza et al,, 2010). By implementing precise
memory leak detection through container profiling (Xu &
Rountev, 2013), we found that approximately 15% of
memory-related crashes in long-running automotive
applications could be traced back to improper handling of
dynamic data structures. Furthermore, the introduction
of CheriABI (Davis et al,, 2019) showed a transformative
impact on pointer safety, effectively neutralizing stack
overflow attacks and accidental memory corruptions with
a performance overhead of less than 5% in most
automotive benchmarks.

The integration of centralized E/E architectures (Bandur
et al,, 2021) showed a 30% reduction in physical wiring
mass, but a corresponding increase in the complexity of
the communication stack. This complexity introduces
new failure modes where memory corruption in a low-
criticality task (e.g., infotainment) could potentially
interfere with a high-criticality task (e.g., braking) if strict
hardware-enforced spatial isolation is not maintained.
Our results confirm that using a combination of DCLS and
MPU-enforced (Memory Protection Unit) partitions is the
most effective way to meet ASIL-D requirements within a
centralized zonal controller.

DISCUSSION

The move toward centralized zonal -controllers
represents a "double-edged sword" in automotive
engineering. On one hand, it facilitates the move toward
Software-Defined Vehicles (SDVs), allowing for rapid
iteration and deployment. On the other, it creates a single
point of failure that demands extreme levels of resilience.
The discussion here centers on how to balance these
competing interests through the lens of functional safety.
The effectiveness of Dual-Core Lockstep (DCLS) is often
debated in terms of "Common Cause Failures" (CCF).
Critics argue that since both cores are identical and reside
on the same die, a localized environmental event-such as
a voltage spike or a thermal surge-could affect both cores
simultaneously, rendering the comparator useless.
However, as noted by Abdul Salam Abdul Karim (2023),
modern processors like the S32G mitigate this by
implementing physical separation on the die and utilizing

https://irjernet.com/index.php/fems

"diversity in time" (running one core with a 1.5 or 2-clock-
cycle delay). This temporal diversity ensures that a
transient noise pulse on the power line will hit different
stages of the execution pipeline in each core, making the
fault detectable.

[Image showing the die layout of a multi-core processor
with physical separation between lockstep pairs]
Furthermore, the discussion must address the "Radiation
Hardening by Design" (RHBD) vs. "Radiation Hardening
by Process” (RHBP) debate. RHBP involves using
specialized semiconductor manufacturing techniques
(like Silicon-on-Insulator) to make the chips inherently
resistant to radiation. This is extremely expensive and
often lags behind the performance of commercial-off-the-
shelf (COTS) parts. The findings of Quinn et al. (2015) and
Benites et al. (2019) suggest that for terrestrial
automotive applications, RHBD-using COTS parts with
TMR, DCLS, and configuration scrubbing-is the more
viable path. It allows the industry to leverage high-
performance nodes (e.g., 7nm or 5nm) while maintaining
the safety levels required by ISO 26262.

Regarding software safety, the prevalence of memory-
related issues in automotive codebases cannot be
understated. The analysis of Stack Overflow posts (Barua
et al,, 2014; He et al., 2024) indicates a persistent lack of
understanding regarding modern memory safety features
among general-purpose developers who are increasingly
entering the automotive sector. This highlights a critical
need for "safety-first" programming environments. The
adoption of CHERI (Davis et al., 2019) and Code-Pointer
Integrity (Kuznetzov et al,, 2018) provides a hardware-
rooted defense-in-depth strategy that does not rely solely
on the developer’s ability to write bug-free code. This is
particularly relevant for SOTIF (Safety of the Intended
Functionality), where the system must be safe even in the
absence of a traditional hardware fault or a software bug,
simply by handling the "unknown unknowns" of the
environment.

A significant future challenge identified in this discussion
is the scalability of these fault-tolerant mechanisms. As
we move from Level 2 to Level 4 and 5 autonomy, the
number of "votes" required in a redundant system may
increase. While DCLS is excellent for "fail-safe" systems
(where the car simply stops), autonomous vehicles
require "fail-operational” capabilities (where the car
continues to drive to a safe location). This transition
might necessitate a move from DCLS toward hybrid TMR-
DCLS architectures, where multiple lockstep pairs are
used in a voting scheme. The reliability analysis
techniques provided by Lienig and Bruemmer (2017) will
be instrumental in calculating the cost-benefit ratio of
these increasingly complex redundant structures.
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CONCLUSION
This research has systematically explored the multi-
dimensional challenges of ensuring reliability in the next
generation of automotive zonal controllers. Through an
exhaustive review of hardware redundancy, radiation-
induced error prediction, and software memory safety,
we have established that the transition to centralized E/E
architectures is a complex undertaking that requires a
holistic engineering philosophy. The Dual-Core Lockstep
(DCLS) architecture, combined with temporal and spatial
diversity, remains the gold standard for achieving ASIL-D
compliance in high-performance automotive processors.
However, the findings emphasize that hardware
redundancy must be complemented by proactive
software strategies, such as precise memory leak
detection and hardware-enforced pointer provenance.
Furthermore, the study highlights the increasing
importance of terrestrial radiation awareness in
semiconductor design. As the automotive industry moves
toward 5nm and below, the frequency of Single Event
Upsets will rise, making techniques like C.E.U. fault
injection and configuration scrubbing indispensable. By
adhering to the rigorous frameworks provided by ISO
26262 and ISO/PAS 21448, and by integrating advanced
architectural features like CHERI, manufacturers can
mitigate both accidental hardware faults and systematic
software failures. Ultimately, the safety of the software-
defined vehicle depends on an unwavering commitment
to architectural resilience, ensuring that even as the
vehicle becomes more connected and complex, its
fundamental promise of passenger safety remains
inviolate.
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