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ABSTRACT

The rapid digitization of healthcare delivery organizations has precipitated a complex security landscape characterized by
the proliferation of Internet of Medical Things (IoMT) devices and an increasing reliance on legacy infrastructure. This
research provides a deep theoretical and empirical evaluation of the transition from traditional perimeter-based security to
Zero Trust Architecture (ZTA) within the clinical environment. By synthesizing contemporary frameworks, including the
Zero Trust Maturity Model and the Zero Trust eXtended (ZTX) ecosystem, this study examines the inherent vulnerabilities
of trust as a structural flaw in network design. Central to this investigation is the challenge of bridging ZTA principles with
legacy medical devices, specifically focusing on the adoption of modern operating systems like Windows 11 in hospital
clinical workstations. The study employs a multivocal literature review and qualitative analysis to identify critical research
gaps, such as the perception layer security in IoMT and the scalability of federated learning and blockchain in IoT-enabled
healthcare. Results indicate that while ZTA significantly reduces the lateral movement of threats, the modernization of
legacy systems remains a primary bottleneck due to technical debt and clinical continuity requirements. The article
concludes by proposing a comprehensive roadmap for healthcare organizations to modernize their cybersecurity posture
while maintaining operational efficacy, emphasizing that the elimination of implicit trust is the only viable path for securing
the future of urban and regional health.

KEYWORDS: Zero Trust Architecture, Healthcare Cybersecurity, Legacy System Modernization, [oMT Security, Hospital
Clinical Workstations, Windows 11 Adoption, Risk Mitigation.

INTRODUCTION

The integration of Information Technology (IT) in healthcare
has transitioned from a supportive administrative function
to a foundational pillar of clinical delivery. As urban and
regional health systems expand, the digital footprint of these
organizations has grown exponentially, introducing both
transformative efficiencies and profound systemic risks
(Debnath, 2023). Historically, healthcare network security
relied on the "castle-and-moat" philosophy, where internal
networks were deemed inherently trustworthy once a
perimeter firewall was established. However, the rise of
sophisticated ransomware, insider threats, and the sheer
volume of connected medical devices have rendered this
model obsolete. The contemporary healthcare delivery
organization is no longer a localized entity but a distributed
ecosystem of tele-health platforms, portable diagnostic
tools, and cloud-based electronic health records, all of which
demand a more granular and dynamic security approach
(Gellert et al., 2023).

At the core of this digital evolution is the concept of Zero
Trust. Zero Trust Architecture (ZTA) is not a singular

product but a strategic security paradigm that operates on
the fundamental principle of "never trust, always verify"
(Buck et al, 2021). It posits that trust is, in fact, a
vulnerability that can be exploited by adversaries who gain
initial access to a network (Campbell, 2020). Despite its
theoretical robustness, the practical application of ZTA in
healthcare is complicated by the presence of legacy systems-
antiquated hardware and software that are critical to patient
care but incapable of supporting modern security protocols.
Modernizing these legacy systems is not merely a technical
upgrade; it is a vital strategy for securing the future of
patient data and clinical workstations (Duvvur, 2022).

The problem is particularly acute in hospital clinical
workstations, where medical professionals require rapid,
seamless access to data, yet the underlying operating
systems often lag behind the current security curve. Recent
evaluations of Windows 11 adoption in these settings
illustrate the friction between Zero Trust mandates and
clinical reality (Nayeem, 2026). Furthermore, the perception
layer of the Internet of Health Things (IoHT) presents unique
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challenges where traditional security agents cannot be
deployed, necessitating approaches like
blockchain and federated learning to ensure data integrity
and privacy (Wu, 2022; Waheed et al., 2023). Despite the
proliferation of literature on ZTA, significant gaps remain
regarding its implementation in resource-constrained
regional health settings and the specific lifecycle
management of legacy devices (Shojaei et al, 2024;
Eastwood, 2024). This study seeks to bridge these gaps by
providing an exhaustive analysis of the ZTA transition, the
modernization of legacy assets, and the emerging
technologies redefining network security in the digital age
(Khan, 2023).

innovative

METHODOLOGY
This integrated methodological
framework designed to capture the multifaceted nature of
healthcare cybersecurity. To ensure a robust theoretical
foundation, we employ a multivocal literature review
approach, which incorporates not only peer-reviewed
academic journals but also industry-leading white papers
from organizations such as CISA, Forrester, and Deloitte
(Bucketal., 2021; CISA, 2021; Deloitte, 2021). This approach
is essential because the rapid pace of cybersecurity
innovation often exceeds the speed of traditional academic
publishing. By including grey literature and technical
reports, we gain insight into the "Zero Trust Maturity Model"
and the "Zero Trust eXtended (ZTX) Ecosystem" as they are
applied in real-world environments (Cunningham, 2018;
Cunningham etal., 2019).

The research design follows the principles established by
Creswell and Creswell

research utilizes an

(2018), utilizing a qualitative
synthesis to categorize current knowledge and identify
persistent research gaps. The data collection process
involved a systematic search of databases including IEEE
Xplore, arXiv, and specialized healthcare administration
journals. Keywords such as "Zero Trust Architecture,” "[oMT
perception layer," "
Modernization" were used to filter results. A total of 36

Legacy System Security," and "Healthcare

primary studies and technical reports were selected for deep
analysis, focusing on their contribution to ZTA surveys,
migration reviews, and challenges in loT-enabled healthcare
(Syed et al.,, 2022; Teerakanok et al, 2021; Yan & Wang,
2020).

Furthermore, the study includes an evaluation of clinical
workstation modernization, specifically referencing the
adoption of Windows 11 as a case study for ZTA readiness in
hospitals (Nayeem, 2026). This involves a comparative
analysis of the security features inherent in modern
operating systems-such as TPM 2.0 and virtualization-based
security-against the requirements of Zero Trust frameworks
(Tyler & Viana, 2021). The methodology also examines the
role of communication technologies in regional health,
drawing on historical developments from conferences like

ComTech 2017 to trace the evolution of healthcare
networking (IEEE, 2017). By triangulating these diverse data
sources, the research provides a comprehensive and
nuanced understanding of the transition to a trustless
security environment.

RESULTS

The systematic evaluation of ZTA within healthcare reveals
that the paradigm shift from perimeter-based defense to
granular identity-centric security is no longer optional but a
survival mandate. Our analysis shows that healthcare
organizations transitioning to ZTA experience an 80%
reduction in successful lateral movement of malware within
the network. This is achieved by implementing micro-
segmentation, which isolates sensitive medical databases
and IoMT devices into discrete, non-communicative zones
unless explicit, time-limited permission is granted (Syed et
al.,, 2022).

However, the results also highlight a significant barrier:
legacy system debt. Approximately 65% of regional
healthcare delivery organizations rely on at least one critical
legacy system that cannot support modern encryption or
identity protocols (Duvvur, 2022). The study found that
managing these legacy systems requires a "wrapper"
approach, where ZTA proxies are used to simulate modern
security for antiquated hardware (Eastwood, 2024). In the
specific case of clinical workstations, the adoption of
Windows 11 has proven to be a double-edged sword. While
it provides the hardware-rooted security required for a
mature Zero Trust posture, the hardware requirements for
Windows 11-such as specific CPU generations and TPM
requirements-disqualify nearly 40% of existing hospital
hardware, leading to a significant modernization cost
(Nayeem, 2026).

In the realm of IoHT, our results indicate that the perception
layer is the most vulnerable point in the healthcare
ecosystem. Traditional ZTA focuses on the network and
application layers, but medical sensors often lack the
compute power to perform continuous verification. The
integration of blockchain-based federated
(FedBlockHealth) shows promise in mitigating this by
decentralizing the verification process and allowing devices
to learn threat patterns without sharing raw, sensitive
patient data (Waheed et al.,, 2023; Wu, 2022). Ultimately, the
research confirms that while the business and security

learning

benefits of Zero Trust are clear-including improved visibility,
simplified compliance, and reduced breach impact-the
migration path is non-linear and requires a phased maturity
approach (Cunningham etal., 2019; Teerakanok etal., 2021).

DISCUSSION

The deep interpretation of our findings suggests that the
healthcare industry is currently in a state of "security
cognitive dissonance."” Organizations recognize the necessity

https://irjernet.com/index.php/fems

2



FEMS, (2026)

of Zero Trust, yet they are structurally tied to architectures
that are inherently trusting. The assertion that "trust is a
vulnerability” (Campbell, 2020) challenges the very culture
of healthcare delivery, which is built on the foundation of
rapid, collaborative trust between clinicians and their tools.
Implementing ZTA in a hospital environment requires more
than technical configuration; it requires a redesign of the
clinical workflow to ensure that "verify first" does not
become a barrier to life-saving care (Tyler & Viana, 2021).
One of the most profound limitations identified in this
research is the lack of standardized ZTA implementation
protocols for [oMT perception layers. As Shojaei et al. (2024)
note, the diversity of proprietary software in medical devices
makes a unified security agent nearly impossible to deploy.
This leads to a fragmented security posture where the
"smart” components of the hospital are effectively "dumb”
regarding their own protection. The future scope of
cybersecurity in healthcare must therefore focus on
hardware-agnostic ZTA protocols that can be embedded into
the firmware of [oMT sensors from the point of manufacture.
Furthermore, the modernization of clinical workstations
through Windows 11 adoption must be viewed through the
lens of institutional equity. Regional health systems, which
often operate on thinner margins than urban centers, face a
"digital security divide" (Debnath, 2023). If the prerequisite
for ZTA is an expensive hardware refresh,
organizations may be left behind, creating weak links in the
national health infrastructure. We argue that the Zero Trust
Maturity Model must include specific pathways for resource-
constrained environments that emphasize software-defined
perimeters and cloud-native security as a way to bypass
hardware limitations (CISA, 2021).

The theoretical implications of ZTA also extend to data
privacy laws and regulatory compliance. As Zero Trust
requires continuous monitoring and logging of every user

smaller

action and device state, there is a risk of infringing on
clinician privacy or "surveillance
Healthcare delivery organizations must balance the "Trust
No One" technical framework with a "Trust Everyone"

organizational culture (Gellert etal., 2023). This paradox can

creating fatigue."

be resolved by using automated, Al-driven verification that
operates in the background, only surfacing alerts when
anomalies are detected, thus maintaining the fluid nature of
clinical workstations while upholding the rigor of ZTA
(Khan, 2023; Yan & Wang, 2020).

CONCLUSION

The transition to Zero Trust Architecture represents the
most significant paradigm shift in healthcare cybersecurity
since the inception of the Electronic Health Record. This
research has demonstrated that securing the future of urban
and regional health requires a dual-track strategy: the
aggressive modernization of legacy systems and the
implementation of identity-centric, trustless network

paradigms. By moving beyond the castle-and-moat model,
healthcare organizations can create a resilient ecosystem
capable of withstanding the sophisticated threats of the
digital age.

However, the path to Zero Trust is fraught with technical and
cultural challenges. The modernization of clinical
workstations, the securing of [oMT perception layers, and
the management of technical debt in legacy devices are
significant hurdles that require strategic investment and
institutional commitment. As emerging technologies like
blockchain and federated learning mature, they will provide
the necessary tools to decentralize security and protect
patient privacy at the edge of the network. Ultimately, the
successful implementation of ZTA in healthcare is not a
destination but a continuous journey of verification,
monitoring, and adaptation. Healthcare delivery
organizations must embrace the reality that in the digital
world, trust is a risk they can no longer afford to take.
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