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Abstract 
The swift rise in quantum computing casts a shadow on the efficacy of traditional IAM sheds. This research paper 

intends to define the ‘readiness ‘state of the IAM framework in relation to post-quantum cryptography (PQC) and the 

methodological approach needed to protect the transition. This focuses on the authentication, encryption and digital 

signing in the RSA, ECC, and Diffie-Hellman whos ease of access has been compromised to quantum computing. The 

case studies assess complexities such as RSA, ECC, and the Diffie-Hellman algorithm for authentication and encryption, 

alongside NIST policies, to configure the architecture. This also studies the policies on paramount underlying NIST 

HIPAA and GDPR that argue for slow, stepped migration to IM in the IAM framework. The research still retains quantum 

attacks as the foremost assaults to enterprise blockchain. As the case studies suggest, immense risks are associated 

with the rapidly emerging fundamental notions of interactivity, practicality, and IAM cryptography. Thus, the NIST PQC 

strategy possession and digital signing restraints suggest implementing a pluralistic encryption model and advocating 

compliance with the quartet that lowers the threshold to cryptography protected by PQC. The NIST HIPAA policies 

assert certain presumptions, as formulated, are presumed rational with more than sufficient backbone, and remain 

warm, unfrozen. The outcome is confident in saying that IAM frameworks require foresight while algorithmically 

synthesising responses to counter aggressor base… quantum-related forces. 

Keywords: Post-quantum cryptography, IAM security, PQC transition, NIST standards, RSA vulnerability, ECC threat, 

hybrid cryptography, key management, compliance, quantum resilience 

1.Introduction 

The rapid evolution of quantum computing challenges 

traditional “IAM security” mechanisms. Classical algorithms 

like “RSA” and “ECC” are vulnerable to quantum attacks, 

risking sensitive data. “Post-quantum cryptography” aims 

to replace these algorithms with quantum-resistant 

alternatives. Implementing “PQC transition” requires 

hybrid approaches combining classical and quantum-safe 

cryptography. NIST standards guide secure migration, 

ensuring “compliance” with HIPAA and GDPR frameworks. 

“Digital signing” mechanisms also need upgrading for 

quantum resilience. Effective “key management” is 

essential to maintain cryptographic integrity during 

transition. IAM frameworks must integrate pluralistic 

encryption strategies to resist quantum adversaries. Case 

studies highlight practical implementation challenges in 

authentication, encryption, and access control. This 

research evaluates “quantum resilience” while addressing 

risks from interactivity and performance in enterprise 

systems. This study further explores organizational 

preparedness, governance alignment, and interoperability 

of quantum-safe solutions. It emphasizes continuous 

monitoring, employee training, and adaptive 

cryptographic agility to sustain long-term IAM security 

resilience. 

1.1 Research objectives: 

• To assess IAM frameworks’ readiness for post-

quantum cryptography in authentication and 
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encryption. 

• To analyze transition strategies for migrating RSA, 

ECC, and Diffie-Hellman to PQC. 

• To examine compliance implications under NIST, 

HIPAA, and GDPR for PQC adoption. 

• To evaluate quantum threats on blockchain and 

propose a resilient pluralistic encryption model. 

1.2 Research Questions: 

• How ready are IAM frameworks for post-quantum 

cryptography in authentication and encryption? 

• What transition strategies support migrating RSA, ECC, 

and Diffie-Hellman to PQC? 

• How do NIST, HIPAA, and GDPR compliance requirements 

impact PQC adoption? 

• How can blockchain withstand quantum threats through 

a resilient pluralistic encryption model? 

2. Literature 

Post-quantum cryptography (PQC) is crucial for securing 

identity and access management (IAM) systems against 

upcoming quantum threats (Mamatha et al., 2024). 

Traditional algorithms like “RSA,” “ECC,” and “Diffie-

Hellman” are increasingly at risk to quantum attacks, 

threatening sensitive authentication and encryption 

processes. Researchers emphasize adopting “PQC 

transition” approaching that integrate hybrid cryptographic 

models, integrating classical and quantum-resistant 

algorithms to ensure smooth migration without disrupting 

existing IAM activities. NIST has finalised standards, 

including CRYSTALS-Kyber for encryption and CRYSTALS-

Dilithium for “digital signing,” providing clear guidance for 

implementing quantum-safe frameworks (Ricci et al., 

2021). Compliance with regulations such as HIPAA and 

GDPR also drives organisations to adopt PQC, as regulatory 

bodies highlight the importance of maintaining data 

protection even under quantum threats. Experts argue that 

“key management” becomes more critical in this transition, 

as secure storage and rotation of cryptographic keys 

ensure data integrity (Guthoff et al., 2023). Implementing 

PQC also requires testing for performance overhead, as 

some quantum-safe algorithms may introduce 

computational delays affecting IAM efficiency. Scholars 

note that hybrid cryptography permits enterprises to 

sustain authentication, encryption, and access control 

while progressively integrating quantum-resistant 

processes. Literature underscores that IAM frameworks 

need foresight, planning, and continuous supervising to 

resist quantum adversaries successfully (Cultice et al., 

2023). Case studies highlight real-world complexities in 

upgrading authentication protocols, digital signing, and 

encryption processes while complying with both technical 

standards and legal requirements. Therefore, experts 

agree that proactive adoption of PQC, guided by NIST 

standards and regulatory compliance, enhances 

“quantum resilience” in IAM systems, secures sensitive 

information, and provides a sustainable framework for 

future-proof enterprise security against quantum-enabled 

attacks. 

Previous researchers in 2020, such as Chen et al. (2020), 

focused mainly on quantum-safe algorithm design. This 

study extends their work by exploring IAM readiness, 

compliance alignment, and practical PQC transition 

strategies in enterprise environments. 

3. Method 

This study employed a secondary research method to 

analyse “post-quantum cryptography.” Peer-reviewed 

journals, technical reports, and case studies provided 

detailed insights into IAM frameworks. Using secondary 

data allowed the evaluation of existing “RSA,” “ECC,” and 

“Diffie-Hellman” vulnerabilities efficiently. NIST guidelines 

and regulatory documents were reviewed to assess 

compliance under “HIPAA” and “GDPR” (Ettaloui et al., 

2023).  
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Figure 1: Secondary Research on Post-Quantum Cryptography in IAM 

 

Secondary research enabled comparison of hybrid and 

pluralistic encryption models across multiple organisations. 

Historical implementation data helped identify practical 

challenges in “PQC transition.” It reduced time and cost 

compared to primary experimentation or simulations. 

Existing studies provided evidence on computational 

overhead and “key management” complexities during 

migration. The method allowed the synthesis of expert 

recommendations and best practices for IAM security 

(Anderson et al., 2022). Secondary sources offered 

quantitative metrics and qualitative analysis for “digital 

signing” and authentication improvements. Overall, this 

approach ensured comprehensive coverage of “quantum 

resilience” strategies while maintaining reliability, 

efficiency, and technical depth. Using secondary data 

strengthened the research’s validity and supported 

actionable conclusions for enterprise IAM adoption. 

4. Results 

4.1 Readiness of IAM for Post-Quantum Cryptography 

The readiness of IAM for “post-quantum cryptography” 

remains limited in current systems. Traditional “RSA” and 

“ECC” keys are vulnerable to Shor’s quantum algorithm 

attacks (Sharath et al., 2025). Most IAM frameworks still 

rely on classical encryption for authentication and digital 

Research Topic Identified "Post-Quantum Cryptography in IAM Frameworks"  

Data Source Selection 
 - Peer-reviewed journals  
1. Technical reports  

2. - Case studies   

Review of Cryptographic Algorithms (RSA, ECC, DH) & PQC Vulnerabilities  

Compliance Assessment - NIST, HIPAA, GDPR  

Comparative Analysis of Hybrid & Pluralistic Models  

Identification of Practica 
Challenges & Key Management  

Synthesis of Expert  
 Recommendations & Best  
Practices  

Conclusion: IAM Readiness, PQC 
Transition, Quantum Resilience Strategies 
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signing. Studies show hybrid models combining classical 

and “PQC transition” algorithms enhance gradual adoption. 

Key management practices require upgrading to handle 

larger PQC keys efficiently. NIST recommends using 

CRYSTALS-Kyber for encryption and CRYSTALS-Dilithium 

for signatures (Ricci et al.,2021).  

 

 

Figure 2: Domains facing the greatest risk of quantum attacks 

(Source: Apriorit, 2022) 

Many enterprise IAM systems lack integration with lattice-

based or hash-based cryptography modules. Access control 

mechanisms must adapt to support quantum-safe token 

exchanges and certificate verification. Multi-factor 

authentication schemes need quantum-resistant 

underlying cryptographic primitives. Legacy Single Sign-On 

(SSO) protocols face interoperability issues with PQC 

algorithms. Testing indicates that PQC introduces higher 

computational overhead and latency in authentication 

flows. IAM readiness also depends on compliance with 

GDPR and HIPAA during migration. Automated key rotation 

and lifecycle management are critical for maintaining PQC 

integrity (Aramide et al., 2022). Security monitoring tools 

must detect quantum-specific threat patterns. Case studies 

highlight difficulties in scaling PQC across distributed IAM 

architectures. Organisations with proactive cryptographic 

audits show faster PQC adaptation. Overall, current IAM 

frameworks require structured migration plans, hybrid 

encryption models, and compliance-aligned “quantum 

resilience” strategies. The technical gap between existing 

IAM and PQC mandates immediate strategic upgrades. 

4.2 Vulnerabilities of Classical Algorithms (RSA, ECC, 

Diffie-Hellman) 

Classical algorithms like “RSA,” “ECC,” and “Diffie-

Hellman” are highly vulnerable to quantum attacks. Shor’s 

algorithm can efficiently factor large “RSA” keys, breaking 

encryption rapidly. Similarly, “ECC” discrete logarithms are 

compromised under quantum computation, exposing 

private keys (Tom et al., 2023). “Diffie-Hellman” key 

exchanges are susceptible to quantum adversaries, risking 

session confidentiality. Studies show key lengths once 

considered secure are now insufficient against quantum 

capabilities. Large prime generation in “RSA” becomes 

irrelevant under quantum factorisation methods. “ECC” 

curves lose cryptographic strength, making digital signing 

insecure. Many IAM frameworks still depend on these 

classical primitives for authentication. 
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Figure 3: State-of-the-art analysis of quantum cryptography 

(Source: Swastik Kumar et al., 2024) 

 

Hybrid solutions combining “PQC transition” algorithms are 

recommended to mitigate quantum threats. Research 

indicates that lattice-based and hash-based schemes 

provide higher quantum resilience. Quantum attacks 

reduce computational security from exponential to 

polynomial time complexity. Legacy protocols relying on 

classical algorithms face interoperability challenges during 

PQC migration. “Digital signing” mechanisms built on 

classical algorithms risk forgery in quantum scenarios 

(Vakarjuk et al., 2024). Cryptanalysis studies highlight 

vulnerability in ephemeral key exchanges over untrusted 

channels. NIST guidance recommends immediate 

assessment of “RSA” and “ECC” usage in IAM systems. 

Organisations are advised to inventory cryptographic assets 

and prepare phased upgrades. Classical random number 

generators and entropy sources may require enhancement 

for PQC readiness. Overall, the inherent weaknesses of 

“RSA,” “ECC,” and “Diffie-Hellman” emphasise urgent 

adoption of quantum-safe alternatives (Aldarwbi et al., 

2024). IAM frameworks must integrate hybrid 

cryptography and robust “key management” to ensure 

secure authentication. 

4.3 Transition Complexities and NIST-Guided Strategies 

Transitioning IAM frameworks to “post-quantum 

cryptography” involves significant technical complexities. 

Hybrid cryptography models are necessary to maintain 

compatibility with legacy “RSA” and “ECC” systems. Key 

size increases in lattice-based algorithms impact 

performance and storage requirements. NIST-guided 

strategies emphasise phased migration and “PQC 

transition” planning.  
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Figure 4: NIST cybersecurity framework  

Source: Darkreading, 2020 

 

Organisations must audit existing cryptographic assets for 

algorithm vulnerabilities. “Digital signing” processes 

require updating to quantum-resistant schemes like 

CRYSTALS-Dilithium. Session key exchanges must adopt 

lattice-based or hash-based encryption for quantum safety. 

Multi-factor authentication protocols need quantum-

secure underlying primitives for token verification. NIST 

recommends rigorous testing of hybrid implementations to 

ensure functional interoperability (Olorunlana et al., 2024). 

Key management frameworks must handle increased key 

lengths and rotation frequency efficiently. Compliance with 

HIPAA and GDPR must be guaranteed throughout the 

transition. Legacy SSO and associated personhood systems 

face unification challenges with quantum-resistant 

methods. Case studies show migration overhead can 

impact authentication latency and user experience. 

Automated monitoring tools are essential to detect 

misconfigurations during PQC adoption. Organisations 

must implement rollback mechanisms in case of transition 

failures. Education and training of IAM administrators on 

“quantum resilience” best practices is critical. NIST 

standards provide a roadmap for secure, compliant, and 

gradual deployment (Paul et al., 2023). Overall, IAM 

systems require careful planning, hybrid cryptography, and 

rigorous “key management” for quantum readiness (Singh 

et al., 2023). The transition emphasises balancing 

performance, security, and compliance across enterprise 

identity infrastructures. 

4.4 Compliance Implications under HIPAA and GDPR 

Compliance with “HIPAA” and “GDPR” poses critical 

challenges for post-quantum IAM. These regulations 

require protection of sensitive health and personal data at 

all times (Jurczuk et al., 2024). Classical algorithms like 

“RSA” and “ECC” no longer provide sufficient quantum 

resilience. Organisations must adopt “PQC transition” 

strategies to maintain regulatory adherence. NIST-guided 

standards help ensure “digital signing” and encryption 

meet legal requirements. Data breach risks increase if 

legacy cryptography remains unmodified under quantum 

threats. IAM systems must implement “key management” 

policies supporting larger PQC keys (Singh et al., 2023). 

Multi-factor authentication and SSO protocols require 

updates for quantum-secure operations. Regulatory 

audits demand proof of compliance and evidence of 

secure cryptographic migration. Encryption and 

authentication mechanisms must be documented and 

tested rigorously.  
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Figure 5: The similarities between GDPR and HIPAA 

(Source: Sunil Kumar, 2025) 

 Automated monitoring ensures sensitive data access aligns 

with HIPAA and GDPR. Data retention, processing, and 

transfer practices require PQC-compatible protocols. 

Organisations must map cryptographic assets to regulatory 

obligations to reduce legal exposure. Failure to adopt 

quantum-resistant measures can result in penalties and 

reputational loss. Case studies show enterprises with 

proactive PQC adoption demonstrate a stronger 

compliance posture. Overall, integrating “quantum 

resilience” into IAM ensures secure authentication, 

encryption, and regulatory adherence (UZOKA et al., 2021). 

Continuous evaluation and reporting are essential to 

maintain compliance under evolving quantum threats. 

Compliance strategies must align technical upgrades with 

legal obligations effectively and efficiently. 

4.5 Adoption of Hybrid and Pluralistic Encryption Models 

Adopting “hybrid cryptography” and “pluralistic 

encryption” models strengthens IAM against quantum 

threats. Hybrid approaches combine classical algorithms 

like “RSA” and “ECC” with “post-quantum cryptography” 

primitives. This ensures continuity during “PQC transition” 

without disrupting existing authentication and encryption 

workflows. Pluralistic encryption uses multiple quantum-

safe algorithms simultaneously, increasing resistance 

against unforeseen quantum attacks (Vyavahare, 2025). 

Key management frameworks must handle diverse key 

types, sizes, and lifecycles efficiently. Digital signing 

processes require integration of lattice-based or hash-

based signatures alongside classical schemes. Multi-factor 

authentication protocols benefit from hybrid encryption 

to secure token exchanges.  
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Figure 6: Hybrid Cryptography 

(Source: Umesh Kumar, 2024) 

Hybrid models reduce migration risk by allowing phased 

replacement of vulnerable algorithms. Studies demonstrate 

computational administrative costs growth but remains 

manageable with optimized cryptographic libraries. NIST-

guided standards support hybrid deployment, ensuring 

compatibility and adherence with HIPAA and GDPR (Zhou et 

al., 2024). Automated monitoring tools detect 

misconfigurations or weak algorithm combinations in 

hybrid setups. Organisations with hybrid strategies 

demonstrate improved “quantum resilience” without fully 

decommissioning legacy systems. Pluralistic encryption 

further mitigates single-point cryptographic failures across 

distributed IAM architectures. Case studies show enhanced 

protection in authentication, data encryption, and digital 

signing. Overall, hybrid and pluralistic models provide 

practical, compliant, and secure pathways for quantum-

safe IAM adoption. These approaches balance 

performance, security, and regulatory adherence during 

the complex PQC migration process (Wiesmaier et al., 

2021). Effective implementation requires planning, 

auditing, and rigorous “key management” across all IAM 

components. 

5. Discussion 

The findings highlight critical gaps in IAM’s readiness for 

“post-quantum cryptography.” Classical algorithms like 

“RSA,” “ECC,” and “Diffie-Hellman” are inherently 

vulnerable to Shor’s algorithm attacks (SS et al., 2024). 

This exposes authentication, encryption, and “digital 

signing” processes to quantum adversaries. Transitioning 

requires “PQC transition” strategies that integrate hybrid 

and pluralistic encryption models. Hybrid cryptography 

guarantees consistency with legacy systems while 

presenting quantum-resistant primitives. Pluralistic 

cryptography enhances security by integrating multiple 

algorithms concurrently, minimizing single-point 

malfunctions. However, these approaches increase 

computational overhead, affecting authentication latency 

and key lifecycle management.  

https://irjernet.com/index.php/feet


FEET, (2026) 

9 https://irjernet.com/index.php/feet 

 

 

 

Figure 7: A hybrid elliptic curve cryptography (HECC) technique for fast encryption of data for public cloud security 

(Source: B. Ranganatha Rao et al., 2023) 

“Key management” frameworks must handle larger, 

complex PQC keys efficiently to maintain security integrity 

(Marchsreiter et al., 2025). NIST standards provide 

structured migration roadmaps but require careful 

implementation to avoid interoperability issues. 

Compliance with “HIPAA” and “GDPR” adds additional 

complexity, as encryption and signing processes must meet 

strict regulatory standards. Automated supervising and 

auditing become essential to detect incorrect settings or 

weak cryptographic blends. Legacy SSO, allied identity, and 

multi-factor validation protocols must be upgraded with 

quantum-secure primitives. Case studies reveal phased 

relocation minimizes operational interruption but demands 

extensive preparation, testing, and training. Overall, the 

findings underscore that IAM frameworks cannot rely solely 

on classical algorithms (Mohan et al., 2025). Organisations 

must adopt hybrid and pluralistic strategies, enforce 

rigorous “key management,” and ensure compliance. The 

combination of technical upgrades and regulatory 

adherence is crucial to achieving effective “quantum 

resilience” in enterprise IAM systems. 

6. Conclusion 

This research confirms IAM frameworks are unprepared 

for “post-quantum cryptography.” Classical algorithms like 

“RSA,” “ECC,” and “Diffie-Hellman” are vulnerable to 

quantum attacks. Hybrid and pluralistic encryption models 

provide practical solutions for “PQC transition.” NIST 

standards guide secure migration while ensuring 

compliance with “HIPAA” and “GDPR.” Effective “key 

management” is essential for handling larger quantum-

safe keys. IAM systems require updates in authentication, 

encryption, and “digital signing” mechanisms. Phased 

migration reduces operational disruption and enhances 
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“quantum resilience” across enterprise infrastructures. 

Automated monitoring and auditing ensure regulatory 

adherence and detect misconfigurations. Case studies show 

technical complexities in scaling hybrid solutions remain 

significant. Overall, proactive implementation of quantum-

resistant strategies strengthens IAM security, preserves 

regulatory observance. 

Future Research Directions: 

Future studies should explore real-world PQC deployment 

in large-scale IAM systems. Integrating AI-driven key 

management and blockchain-based authentication can 

further enhance adaptive quantum resilience and 

automation. 

Limitations: 

This research relied on secondary data, limiting 

experimental validation. Lack of real-time PQC testing and 

restricted enterprise datasets may affect the accuracy of 

assessing IAM transition readiness and performance. 
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