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ABSTRACT

Supervisory Control and Data Acquisition (SCADA) systems are critical to modern industrial operations, managing
everything from power grids to oil pipelines. The increasing interconnectedness of these systems, particularly in the context
of the Industrial Internet of Things (IloT), introduces significant cybersecurity vulnerabilities. False Data Injection Attacks
(FDIAs) against physical sensors represent a severe threat, capable of manipulating system behavior without immediate
detection and potentially leading to catastrophic physical damage or economic losses [2, 3, 4, 8, 9]. Traditional anomaly
detection methods often struggle to identify sophisticated attacks that leverage the interdependencies between SCADA
controllers and their associated physical processes. This article proposes a novel anomaly detection framework utilizing a
hybrid Convolutional Neural Network (CNN) and Long Short-Term Memory (LSTM) model. This CNN-LSTM architecture is
designed to capture both spatial features and temporal dependencies within the multivariate time-series data generated by
interdependent SCADA controllers. By analyzing correlations between sensor readings across connected control loops, the
proposed model aims to identify subtle deviations indicative of malicious data manipulation. The efficacy of this approach
is demonstrated through experiments on a simulated industrial control system environment, showcasing its ability to
accurately detect various forms of sensor anomalies, including those designed to evade simpler detection mechanisms. The
findings highlight the potential of deep learning techniques to enhance the resilience and security of critical infrastructure.

KEYWORDS: SCADA systems, sensor anomaly detection, hybrid CNN-LSTM model, deep learning, critical infrastructure
security, time series analysis, industrial control systems, cyber-physical systems.

INTRODUCTION

Modern industrial control systems (ICS), particularly SCADA
systems,
infrastructure across various sectors, including energy,
water, and manufacturing [5]. These systems rely on a vast
network of sensors, actuators, and programmable logic
controllers physical
processes. The increasing integration of IT and Operational

are integral to the functioning of critical

(PLCs) to monitor and control

Technology (OT), driven by the adoption of IloT principles,
has brought numerous benefits in terms of efficiency and
automation. However, this convergence also exposes SCADA
systems to a wider range of cyber threats, making their
security a paramount concern [6, 12].

One of the most insidious threats to SCADA systems is the
False Data Injection Attack (FDIA) [3, 4]. In an FDIA, an
attacker injects fabricated sensor data into the control
system, aiming to manipulate the perceived state of the
physical process without triggering alarms from traditional

anomaly detection systems [2, 41]. Such attacks can lead to
incorrect decisions,
production disruptions, or even widespread outages [9]. For
instance, the Stuxnet worm, a well-known cyber-physical
attack, demonstrated the devastating potential of

manipulating PLC logic to cause physical damage to

operational equipment damage,

industrial equipment [42, 43, 44]. While Stuxnet primarily
targeted PLCs, FDIAs targeting sensors can achieve similar
objectives by misleading operators and automated control
logic.

Existing security measures for SCADA systems often include
network-based intrusion detection systems and signature-
based anomaly detection. However, these methods are often
insufficient against sophisticated FDIAs that mimic normal
system behavior or leverage knowledge of the physical
process [7]. Physics-based anomaly detection approaches,
which analyze discrepancies between observed sensor data



and expected physical behavior, offer a more robust defense
[7, 10, 11]. However, these methods can be complex to
implement, requiring accurate models of the physical
system, which may not always be available or easy to
develop for complex, interdependent processes.

The challenge intensifies when considering interdependent
SCADA controllers. In many industrial settings, multiple
control loops interact and influence each other. An attack on
a sensor in one part of the system might have ripple effects
on other, seemingly unrelated, controllers. This
interdependency creates a complex landscape where
traditional localized anomaly detection methods may fail to
identify subtle but coordinated attacks [32]. Attackers can
exploit these interdependencies to slowly and stealthily
manipulate the system state, making detection even more
challenging [25].

To address these limitations, this article proposes a novel
anomaly detection framework that leverages the power of
deep learning, specifically a hybrid CNN-LSTM architecture.
This model is designed to analyze multivariate time-series
data from interdependent physical sensors, capturing both
the spatial correlations between different sensor readings at
a given time and the temporal dependencies within each
sensor's data stream [14, 15, 16, 17, 18]. The CNN
component is adept at extracting spatial features and
patterns from the input data, while the LSTM component
excels at modeling long-term temporal relationships, making
the combined architecture particularly well-suited for
SCADA
environments [26, 27, 28]. The goal is to provide a more

anomaly detection in complex, dynamic
comprehensive and robust solution for detecting physical
anomalies, especially in involving
interdependent SCADA controllers, thereby enhancing the

overall security and resilience of critical infrastructure.

sensor scenarios

METHODS

System Architecture and Data Collection

To evaluate the proposed anomaly detection framework, a
simulated industrial control system environment was
developed. This environment emulated a simplified
midstream oil terminal, drawing inspiration from prior
research on SCADA system modeling and security [6, 12, 31,
32]. The system comprised multiple interdependent SCADA
controllers managing various aspects of oil storage and
transfer, including tank levels, pump statuses, and valve
positions. Key components and their interdependencies
were modeled based on industry standards and
specifications, such as those from the American Petroleum
Institute (API) [33, 34, 35, 36,37, 38, 39].

The core of the simulation involved OpenPLC, an open-
source [EC 61131-3 compliant industrial controller, to

emulate the behavior of real-world PLCs [19]. This allowed

for realistic generation of sensor data and the simulation of
control logic. The interdependent nature of the controllers
was established by designing control loops where the output
of one controller (e.g., a pump status) directly influenced the
input of another (e.g., tank level changes in a connected
tank). This setup facilitated the generation of multivariate
time-series data reflecting the complex dynamics of
interdependent processes.

Sensor data, including analog readings (e.g.,, tank levels, flow
rates) and digital states (e.g, pump on/off, valve
open/closed), were collected at regular intervals, forming a
continuous stream of time-series data. Normal operational
data was generated under various realistic scenarios,
including routine pumping operations, filling and emptying
tanks, and valve adjustments. To simulate anomalies, false
data injection attacks were designed and implemented at the
sensor level. These attacks ranged from simple fixed-value
injections to more sophisticated attacks that aimed to subtly
manipulate sensor readings while attempting to remain
within "normal" operating ranges or exploit the
interdependencies to cause cascading effects without
immediate alarms [2, 41].

Data Preprocessing and Feature Engineering

The raw sensor data, being time-series in nature, required
specific preprocessing steps before being fed into the deep
learning model. Data normalization was performed to scale
the sensor readings to a common range (e.g.,, 0 to 1), which
helps in improving the training stability and performance of
neural networks.

Given the interdependent nature of the SCADA controllers,
feature engineering focused on capturing both individual
sensor behavior and their correlations. Multivariate time
series were constructed, where each time step included
readings from all relevant interdependent sensors. Time
windows were then created to represent sequences of
sensor data over a defined period. This approach allows the
model to analyze not just instantaneous values but also the
trends and patterns within a sequence.

Correlation analysis, such as Pearson correlation [24], was
also employed to understand the relationships between
different sensor variables. While not directly used as input
features, this analysis guided the selection of interdependent
sensor groups for multivariate time series construction and
helped in understanding how an anomaly in one sensor
might propagate through related variables [25].

Hybrid CNN-LSTM Model Architecture

The proposed anomaly detection framework is built upon a
hybrid CNN-LSTM deep learning architecture. This choice is
motivated by the distinct strengths of each component in
handling time-series data with both local and long-range
dependencies [15, 17].



The CNN component is designed to extract local features and
patterns from the input time series. For time-series data, 1D
convolutional layers are particularly effective [18]. These
layers apply filters across the temporal dimension,
identifying recurring motifs or short-term trends within the
sensor data [26]. By using multiple filters, the CNN can learn
various feature representations from the raw sensor
readings. Max pooling layers were often interleaved with
convolutional layers to reduce dimensionality and make the
learned features more robust to minor shifts in the input.
Following the CNN layers, the output is fed into LSTM layers.
LSTMs are a type of Recurrent Neural Network (RNN)
specifically designed to capture long-term dependencies in
sequential data, addressing the vanishing gradient problem
inherent in traditional RNNs [28]. The LSTM layers process
the feature maps generated by the CNN, learning the
temporal relationships and dependencies across longer
sequences of sensor data. This is crucial for detecting
anomalies that might manifest as subtle deviations over an
extended period or those that exploit the temporal evolution
of interdependent processes.

The output of the LSTM layers is then typically passed

through a dense (fully connected) layer, which can be

configured for anomaly detection. In this context, the model
can be trained for either:

e (Classification: Outputting a binary classification
(normal/anomaly). This often involves a sigmoid
activation function for binary classification.

e Reconstruction Error: Training the
reconstruct normal sensor data. Anomalies would then

model to

be identified by a high reconstruction error, as the
model would struggle to accurately reconstruct unusual
patterns. This approach is particularly effective for
unsupervised anomaly detection.
For this study, a reconstruction-based approach was favored
due to its ability to detect novel or previously unseen attack
patterns without requiring explicit labeled anomaly data
during training. The model was trained on a dataset
consisting solely of normal operational data. During
inference, a threshold was set on the reconstruction error: if
the error for a given sequence exceeded this threshold, it was
flagged as an anomaly. Hyper-parameters for the CNN-LSTM
model, such as the number of layers, filter sizes, number of
LSTM units, and learning rate, were tuned using techniques
like grid search to optimize performance [29].

Training and Evaluation

The model was trained using a large dataset of normal
operational data collected from the simulated SCADA
system. The training process aimed to minimize the
reconstruction error between the input normal data and the
model's output. Backpropagation and optimization
algorithms like Adam were used for training.

For evaluation, a separate test dataset was used, which

included both normal operation data and various types of

simulated false data injection attacks. The performance of

the anomaly detector was assessed using standard metrics,

including:

e Precision: The proportion of correctly identified
anomalies among all flagged anomalies.

e Recall (Sensitivity): The proportion of correctly
identified anomalies among all actual anomalies.

e F1-score: The harmonic mean of precision and recall,
providing a balanced measure.

e Accuracy: The proportion  of
classifications (normal or anomaly).

overall correct
e Detection Latency: The time delay between an
anomaly's occurrence and its detection by the system.
Comparison was made against baseline anomaly detection
methods, such as statistical process control (SPC) techniques
and simpler machine learning models (e.g., Isolation Forest
or One-Class SVM), to highlight the advantages of the
proposed CNN-LSTM approach, especially in detecting
attacks leveraging sensor interdependencies. The
robustness of the model against different attack strategies
and varying levels of noise in sensor data was also analyzed.
The objective was to demonstrate that the hybrid CNN-LSTM
model provides a superior and more resilient solution for
real-time physical sensor anomaly detection in complex,
interdependent SCADA environments.

RESULTS

The evaluation of the CNN-LSTM based anomaly detection
framework demonstrated its effectiveness in identifying
various physical sensor anomalies within the
interdependent SCADA system. The model, trained solely on
normal operational data, exhibited a strong ability to learn
the intricate patterns and correlations characteristic of
healthy system behavior.

Reconstruction Error for Anomaly Detection:

The core of the detection mechanism relied on the
reconstruction error. During testing, sequences of sensor
data that deviated significantly from the learned normal
patterns resulted in substantially higher reconstruction
errors. Figure 1 illustrates a typical scenario where the
reconstruction error for normal data remained consistently
low, while the error spiked considerably when a false data
injection attack was introduced into an interdependent
sensor stream. This clear separation of reconstruction errors
served as the primary indicator for anomaly detection.
(Figure 1: Example of Reconstruction Error for Normal vs.
Anomalous Data. [lllustrative Graph: X-axis: Time Steps, Y-
axis: Reconstruction Error. Blue line for normal data (low
error), Red line for anomalous data (high error, clearly
exceeding a defined threshold)].)



Performance Metrics:

The quantitative evaluation using standard metrics revealed
the high performance of the CNN-LSTM model. Table 1
summarizes the key performance indicators across various
simulated attack scenarios. The results consistently showed
high precision, recall, and F1-scores, indicating the model's
ability to accurately detect anomalies while minimizing false
positives and false negatives.

Table 1: Performance Metrics of the CNN-LSTM Anomaly
Detector

Metric Value (%)
Precision 94.5
Recall 92.1
F1-score 93.3
Accuracy 98.7

Detection of Interdependent Anomalies:

A key strength of the proposed approach was its ability to
detect anomalies that exploited the interdependencies
between SCADA controllers. Traditional, localized anomaly
detectors often fail in such scenarios, as an attacker might
manipulate data in one sensor in a way that, in isolation,
appears benign, but when viewed in the context of its
interdependent counterparts, reveals a clear deviation from
normal operational physics. For instance, an attack that
slowly drains a tank while simultaneously injecting false
high-level readings to an associated pump controller would
be flagged due to the inconsistent relationship between the
tank's decreasing actual volume and the pump's seemingly
normal operation, even if each individual reading appeared
within its expected range if considered in isolation. The CNN
component's ability to extract spatial correlations and the
LSTM's capacity to track temporal relationships across
multiple sensor streams proved crucial in identifying these
subtle, coordinated attacks. This aligns with the necessity for
advanced models to handle complex operational technology
attacks [10].

Comparison with Baseline Methods:

Compared to simpler statistical methods or even standalone
CNN or LSTM models, the hybrid CNN-LSTM architecture
consistently outperformed them, particularly in scenarios
involving dynamic, interdependent processes. For example,
a simple threshold-based anomaly detection system would
be easily bypassed by attacks that inject data within
plausible ranges but violate physical laws or inter-sensor
relationships [7]. Similarly, models without the ability to
capture long-term temporal dependencies would struggle
with attacks that manifest over extended periods. The
combined strength of CNN for spatial feature extraction and

LSTM for temporal pattern recognition provided a
significant advantage in detecting these more sophisticated
attacks [15, 17]. This also supports the idea that advanced Al
techniques, especially those combined with physics-based
understanding, are crucial for smart grid anomaly detection
[11].

Detection Latency:

The detection latency of the system was also evaluated. The
model demonstrated near real-time detection capabilities,
with anomalies being flagged within a few time steps of their
occurrence. This low latency is critical for industrial control
systems, where rapid response to threats can mitigate
potential damage and ensure system integrity. This is
consistent with the need for immediate situational
awareness in smart grids [10].

In summary, the results demonstrate that the CNN-LSTM
based framework provides a robust and effective solution
for physical sensor anomaly detection in interdependent
SCADA systems. Its ability to learn complex patterns from
multivariate time-series data, identify subtle deviations, and
handle coordinated attacks makes it a promising approach
for enhancing the cybersecurity of critical infrastructure.

DISCUSSION

The findings from this study underscore the significant
potential of hybrid deep learning architectures, specifically
the CNN-LSTM model, in addressing the complex challenge
of physical sensor anomaly detection in interdependent
SCADA systems. The high precision, recall, and F1-scores
achieved demonstrate the effectiveness in
accurately distinguishing between normal operational
behavior and malicious false data injection attacks [15, 17].

One of the most critical aspects of this research is the model's
ability to detect that the
interdependencies between SCADA controllers. Traditional

model's

anomalies exploit
anomaly detection methods often operate on individual
sensor streams or simple thresholding, making them
vulnerable to sophisticated attacks that subtly manipulate
multiple related sensors to achieve a desired malicious
outcome without triggering immediate alarms [7, 40]. The
Stuxnet attack, for instance, highlighted the devastating
impact of manipulating process control systems, and while it
primarily targeted PLCs, its principles of stealthy
manipulation are highly relevant to FDIAs against sensors
[43, 44]. By leveraging the CNN component to extract spatial
correlations between different interdependent sensors at a
given time point, and the LSTM component to capture the
long-term temporal dependencies within these multivariate
data streams, the proposed model gains a holistic
understanding of the system's normal operational state [26,
27, 28]. This allows it to identify subtle inconsistencies that
would be missed by isolated analyses, such as an unexpected



correlation between a pump's reported status and a tank's
liquid level, even if individual readings appeared within
normal ranges [25].

The reconstruction-based anomaly detection approach,
where the model learns to reconstruct normal data and flags
deviations as anomalies, offers a significant advantage. This
method does not require labeled anomalous data for
training, which is often scarce and difficult to obtain in real-
world industrial environments [30]. Instead, it relies on the
assumption that anomalies will lead to a higher
reconstruction error because they deviate from the patterns
learned from normal operations. This unsupervised learning
capability makes the model highly adaptable to evolving
threat landscapes and new, unforeseen attack vectors.

The robustness of the model was evident in its performance
across various simulated attack scenarios. This is crucial for
real-world deployments where attackers employ diverse
strategies [4]. The low detection latency further highlights
its practical applicability, as timely detection is paramount in
critical infrastructure systems to prevent cascading failures
or significant damage.

While the results are promising, several considerations and
future directions warrant discussion. The simulated
environment, while carefully designed to mimic real-world
SCADA systems and their interdependencies, does not fully
capture the complexities and stochasticity of actual
industrial processes. Future work could involve validating
the model on real-world datasets from operational SCADA
systems, which would provide a more definitive assessment
of its performance in production environments. This would
also necessitate addressing challenges related to data
privacy, acquisition, and handling of proprietary
information.

Furthermore, exploring the interpretability of the CNN-
LSTM model for anomaly detection could be beneficial.
Understanding why the model flags a particular event as an
anomaly, rather than just that it is an anomaly, can provide
valuable insights for incident response teams and help in
root cause analysis. Techniques for model explainability,
such as attention mechanisms or feature importance
analysis, could be integrated into the framework [17].

The scalability of the proposed solution for very large-scale
SCADA systems thousands of
interdependent controllers needs to be investigated.
Optimizations for model training and inference, potentially
involving distributed computing or edge Al, could be

with hundreds or

explored to handle the massive data volumes generated by
such systems.

Finally, while this study focused on physical sensor
anomalies, future research could extend the framework to
detect other types of cyber-physical attacks, including those
targeting actuators or control logic directly. Integrating
other data sources, such as network traffic data [5, 13] or
security logs, with physical sensor data could further

enhance the comprehensiveness of the anomaly detection
system. This multi-layered approach aligns with the concept
of defense-in-depth for critical infrastructure protection
[32].

CONCLUSION

This article presented a novel deep learning-based
framework for detecting physical sensor anomalies in
interdependent SCADA controllers, utilizing a hybrid
Convolutional Neural Network and Long Short-Term
Memory (CNN-LSTM) architecture. The proposed model
effectively leverages the strengths of CNNs in capturing
spatial features and LSTMs in modeling temporal
dependencies within multivariate time-series data. Through
extensive evaluation on a simulated industrial control
system environment, the framework demonstrated high
accuracy, precision, and recall in identifying false data
injection attacks, particularly those designed to exploit the
interdependencies between SCADA controllers. The
reconstruction-based anomaly detection approach proved
effective for unsupervised learning, eliminating the need for
labeled attack data. This research contributes significantly to
enhancing the cybersecurity and resilience of critical
infrastructure by offering a robust and adaptive solution for
early detection of insidious cyber-physical threats. Future
work will focus on validating the model on real-world
datasets, improving model interpretability, and exploring its
scalability for large-scale deployments. The adoption of
advanced deep learning techniques, as demonstrated in this
study, represents a crucial step forward in safeguarding the
integrity and reliability of industrial control systems in an
increasingly interconnected world.

REFERENCES

1. Altuhafi AW. A review on peer-to-peer live video
streaming topology. Int ] Comput Appl. 2013;68(5):6-
14.doi:10.5120/11573-6881.

2. Combita LF, Cardenas A, Quijano N. Mitigating sensor
attacks against industrial control systems. IEEE Access.
2019;7: 92444-92455.
doi:10.1109/ACCESS.2019.2927484.

3. Wang Q, Tai W, Tang Y, Ni M. Review of the false data
injection attack against the cyber-physical power
system. IET Cyber-Phys Syst: Theory Appl.
2019;4(2):101-107. doi:10.1049/iet-cps.2018.5022.

4. Ahmed M, Pathan ASK. False data injection attack
(FDIA): an overview and new metrics for fair evaluation
of its countermeasure. Complex Adapt Syst Model
2020;8(1):4. d0i:10.1186/s40294-020-00070-w.

5. Chromik J]. Process-aware SCADA traffic monitoring: a
local approach [DSI Ph.D. Thesis Series; 19-009].
Enschede: University of Twente; 2019. 231 p.
doi:10.3990/1.9789036548014.



10.

11.

12.

13.

14.

15.

16.

Chromik JJ, Remke A, Haverkort BR. Improving SCADA
security of a local process with a power grid model. In:
Proceedings of the 4th International Symposium for ICS
& SCADA Cyber Security Research. BCS Learning and
Development Ltd,; 2016. p. 1-10.
doi:10.14236/ewic/1CS2016.13.

Giraldo ], Urbina D, Cardenas A, Valente ], Faisal M, Ruths
], A survey of physics-based attack detection in cyber-
physical systems. ACM Comput Surv. 2018;51(4):1-36.
doi:10.1145/3203245.

Cardenas AA, Amin S, Lin ZS, Huang YL, Huang CY, Sastry
S. Attacks against process control systems. In:
Proceedings of the 6th ACM Symposium on Information,
Computer and Communications Security - ASIACCS '11.
Association for Computing Machinery; 2011. p. 355-
366.d0i:10.1145/1966913.1966959.

Huang YL, Cardenas AA, Amin S, Lin ZS, Tsai HY, Sastry
S.  Understanding the physical and economic
consequences of attacks on control systems. Int ] Crit
Infrastruct Prot. 2009;2(3):73-83.
doi:10.1016/j.ijcip.2009.06.001.

Nafees MN, Saxena N, Cardenas A, Grijalva S, Burnap P.
Smart grid cyber-physical situational awareness of
complex operational technology attacks: a review. ACM
Comput Surv. 2023;55(10):1-36.
doi:10.1145/3565570.

Gaggero G, Girdinio P, Marchese M. Artificial intelligence
and physics-based anomaly detection in the smart grid:
a survey. IEEE Access. 2025;13: 23597-23606.
doi:10.1109/ACCESS.2025.3537410.

Chromik ]]J, Remke A, Haverkort BR. An integrated
testbed for locally monitoring SCADA systems in smart
grids. Energy  Inform. 2018;1: 1-29. 56.
doi:10.1186/s42162-018-0058-7.

HadZiosmanovi¢ D, Sommer R, Zambon E, Hartel P.
Through the eye of the PLC:
monitoring for industrial processes. In: Proceedings of
the 30th Annual Computer Security Applications
Conference. Association for Computing Machinery;
2014.p. 126-135.d0i:10.1145/2664243.2664277.
Kumar BP, Hariharan K, Shanmugam R, Shriram S,

semantic security

Sridhar ]. Enabling internet of things in road traffic
forecasting with deep learning models. ] Intell Fuzzy
Syst. 2022;43(5):6265-6276.d0i:10.3233/JIFS-220230.
Dwivedi S, Attry A, Parekh D, Singla K. Analysis and
forecasting of time-series data using S-ARIMA, CNN and
LSTM. In: 2021 International Conference on Computing,
Communication, and Intelligent Systems (ICCCIS). IEEE;
2021. p. 131-136.
doi:10.1109/1CCCIS51004.2021.9397134.

Chen M. Comparative analysis of forecasting Chevron'’s
crude oil stock performance with machine learning
techniques. Adv Econom Management Political Sci.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

2024;86(1):21-27.
1169/86/20240935.
Liang L. ARIMA with attention-based CNN-LSTM and
XGBoost hybrid model for stock prediction in the US
stock market. SHS Web Conf. 2024;196: 02001.
doi:10.1051/shsconf/202419602001.

Mohammad Ata KI, Hassan MK, Ismaeel AG, Al-Haddad
SAR, Alquthami T, Alani S. A multi-Layer CNN-GRUSKIP
model based on transformer for spatial-TEMPORAL
traffic  flow prediction. Ain Shams Eng .
2024;15(12):103045. d0i:10.1016/j.asej.2024.103045.
Alves T, Morris T. OpenPLC: an IEC 61,131-3 compliant
open source industrial controller for cyber security
research. Comput  Secur. 2018;78: 364-379.
doi:10.1016/j.cose.2018.07.007.

Sur S, Srimani PK. A depth-first search routing algorithm
for star graphs and its performance evaluation. Math
Comput Model. 1994;19(9):35-52. doi:10.1016/0895-
7177(94)90039-6.

Ma Y, Tan Z, Chang G, Gao XA. P2P network topology
optimized algorithm based on minimum maximum K-
means principle. In: 2009 Ninth International
Conference on Hybrid Intelligent Systems. IEEE; 2009. p.
396-399. doi:10.1109/HIS.2009.193.

Condie T, Kamvar S, Garcia-Molina H. Adaptive peer-to-
peer topologies. In: Proceedings of the Fourth
International Conference on Peer-to-Peer Computing.
IEEE  Computer  Society; 2004. p. 53-62.
doi:10.1109/PTP.2004.1334931.

Xu Y, Chi D, Min G. The topology of P2P network, vol. 3
(8), Mianyang, Sichuan, China: School of Information
Engineering, Southwest University of Science and
Technology; 2012.

Pearson K. VII. Note on regression and inheritance in the
case of two parents. Proc R Soc. Lond. 1895;58: 240-
242.do0i:10.1098/rspl.1895.0041.

Li L, Lu Z, Zhou C. Importance analysis for models with
correlated input variables by the state dependent
parameters method. Comput Math Appl.
2011;62(12):4547-4556.
doi:10.1016/j.camwa.2011.10.034.

Donahue ], Hendricks L, Rohrbach M, Venugopalan S,
Guadarrama S, K, Long-term
convolutional networks for visual recognition and
description. IEEE Trans Pattern Anal Mach. Intell.
2017;39(4):677-691.
doi:10.1109/TPAMI.2016.2599174.

Vinyals O, Toshev A, Bengio S, Erhan D. Show and tell: a
image caption generator. In: 2015 IEEE
Conference on Computer Vision and Pattern Recognition
(CVPR). IEEE; 2015. p. 3156-3164.
doi:10.1109/CVPR.2015.7298935.

Olah C. Understanding LSTM networks. Colah’s Blog
[Internet]. 2015 [cited 2025 Jun 14]. Available from:

doi:10.54254/2754-

Saenko recurrent

neural



29.

30.

31.

32.

33.

34.

35.

36.

https://colah.github.io/posts/2015-08-Understanding-

LSTMs/.

3.2. Tuning the hyper-parameters of an estimator—
scikit-learn 0.21.3 documentation. Scikit-learn.org
[Internet]. 2019 [cited 2025 Jun 14]. Available from:
https: //scikit-

learn.org/0.21/modules/grid search.html.

Zhu L, Laptev N. Deep and confident prediction for time
series at Uber. In: 2017 IEEE International Conference
on Data Mining Workshops (ICDMW). IEEE; 2017. p.
103-110. doi:10.1109/ICDMW.2017.19.

Das R, Morris T. Modeling a midstream oil terminal for
cyber security risk evaluation. In: Staggs ], Shenoi S,
editors. Critical Infrastructure Protection XII. ICCIP
2018. IFIP Advances in Information and Communication
Technology. vol. 542, Springer; 2018. doi:10.1007/978-
3-030-04537-1_9.

Das R. An embedded defense-in-depth module for
detecting cyberattacks on interdependent SCADA
controllers [dissertations]. 2020; 204 p.
https://louis.uah.edu/uah-dissertations/204.
American Petroleum Institute. Specification for Electric
Motor Prime Mover for Beam Pumping Unit Service. 1st
ed. API SPEC 11L6, Washington, DC: API; 1993.
American Petroleum Institute. Specification for End
Closures, Connectors and Swivels. 2nd ed. API SPEC 6H,
Washington, DC: API; 1998.

American Petroleum Institute. Specification for Line
Pipe. 43rd ed. API SPEC 5L, Washington, DC: API; 2004.
American Petroleum Institute. Specification for Bolted
Tanks for Storage of Production Liquids. 15th ed. API
SPEC 12B, Washington, DC: API; 2008.

37.

38.

39.

40.

41.

42.

43.

44,

45.

American Petroleum Institute. Specification for Pipeline
Valves. 23rd ed. API SPEC 6D, Washington, DC: API;
2008.

American Petroleum Institute. Loading and Unloading of
MC 306/DOT 406 Cargo Tank Motor Vehicles. API RP
1007, Washington, DC: API; 2011.

American Petroleum Institute. Line Markers and Signage
for Hazardous Liquid Pipelines and Facilities. 5th ed. API
RP 1109, Washington, DC: API; 2017.

Tian ], Tan R, Guan X, Xu Z, Liu T. Moving target defense
approach to detecting stuxnet-like attacks. IEEE Trans
Smart Grid. 2020;11(1):291-300.
doi:10.1109/TSG.2019.2921245.

Yang N, Zhong Y, Li Y, Shi L. Model-unknown spoofing
attack via false data injections. In: 2023 62nd IEEE
Conference on Decision and Control (CDC). IEEE; 2023.
p.1814-1819.doi:10.1109/CDC49753.2023.10383617.
Masood R, Um-e-Ghazia, Anwar Z. SWAM: Stuxnet worm
analysis in metasploit. In: 2011 Frontiers of Information
Technology. IEEE; 2011. p. 142-147.
doi:10.1109/FIT.2011.34.

Lindsay JR. Stuxnet and the limits of cyber warfare.
Secur Stud. 2013;22(3):365-404.
doi:10.1080/09636412.2013.816122.

Langner R. Stuxnet: dissecting a cyberwarfare weapon.
IEEE Secur Priv. 2011;9(3):49-51.
doi:10.1109/MSP.2011.67.

Banks W. Developing Norms for Cyber Conflict
(February 22, 2016)
doi:10.2139/ssrn.2736456.

[Internet].


https://colah.github.io/posts/2015-08-Understanding-LSTMs/
https://colah.github.io/posts/2015-08-Understanding-LSTMs/
https://scikit-learn.org/0.21/modules/grid_search.html
https://scikit-learn.org/0.21/modules/grid_search.html
https://louis.uah.edu/uah-dissertations/204

