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Abstract 

The increasing complexity and intensity of cases of financial fraud, such as synthetic identity fraud and international money 

laundering, have become significant concerns for classic fraud detection solutions, especially under strict data privacy 

regulations such as GDPR or EU Artificial Intelligence Act guidelines. This study focuses on the very pressing need to pursue 

high fraud detection performance while simultaneously ensuring user data confidentiality for highly fragmented financial 

systems. The study uses federated learning (FL) designs to analyse interesting opportunities for possibly entirely 

decentralized machine learning functions among diverse financial agencies without any need to transfer raw user 

information among them at all.  

Using a multimodal research methodology consisting of systematic literature studies, design studies, simulation studies, 

stress studies, and regulatory investigations, this study comprehensively assesses FL’s effectiveness and privacy 

pertaining to 2025 regulatory norms. The empirical results prove that FL not only improves overall fraud detection 

capacities but also ensures decent secrecy on raw personal information, meeting modern regulatory norms while 

formulating tolerant computing and secrecy constraints. The result implies the utmost importance of continued 

monitoring and attention to security loopholes, governance structure definitions, and dedicated investments into privacy 

boosting technologies to tap into FL’s revolutionary positive change potency within finance domains. Therefore, this 

work provides recent information on FL's dissemination implementation into disjointed finance domains, meeting both 

theoretical knowledge and practicality pursuits. 

 Keywords: Federated Learning, Financial Fraud detection, Privacy Preserving Machine Learning 

Introduction 

The finance sector has also witnessed a paradigm shift 

because of fast-paced digitization. This shift has resulted in 

the operational paradigm for banking, fintech, payment 

service providers, and credit providers being completely 

disrupted. While real-time payment solutions, mobile 

banking solutions, and open-financial API solutions have 

increased transaction velocity and certainly expanded 

customer reach for numerous financial products, at the 

same time, digitization has also amplified vulnerabilities to 

sophisticated fraud attacks. Modern types of fraud such as 

synthetic identity fraud, multi-bank mule schemes, 

approved payment fraud schemes, and intricate cross-

border money laundering have become larger than before 

and exceedingly complex for standard analytical techniques 

to detect (UK Finance 2024b, Europol IOCTA 2024). 

Despite its obvious need for collaboration on fraud 

intelligence, data privacy laws impose severe limitations on 

sharing information among financial institutions. Policies 

such as General Data Protection Regulation (GDPR), 

Payment Services Directive 2 (PSD2), Open Banking, and 

soon to be implemented EU Artificial Intelligence Act 

impose strict guidelines on data minimisation and privacy 

by design for such draconian measures against 
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centralisation or international transfer of personable 

financial data (GDPR, 2016; EU AI Act, 2024). It is thus no 

wonder why all financial departments exist in information 

“silos” and have relied for all insights on nothing but their 

own information, opening themselves to glaring 

vulnerabilities for fraud prevention measures. 

Federated learning (FL) is considered to have been 

established as an effective paradigm to meet the need for 

collaborative analytics while being compliant with strict 

privacy expectations. FL brings accuracy to shared machine 

learning tasks by providing each institution with an 

opportunity to contribute to shared learning tasks without 

having to share raw data (related to respective local 

datasets). This makes FL comply with international data 

regulation requirements and is also effective in improving 

predictive analytics capabilities for machine learning tasks 

within non-IID data settings (Kairouz et al., 2021; Yang et al., 

2019). FL may also have significant use cases for fraud 

analysis tasks to leverage shared intelligence to uncover 

intricate fraud activities beyond independent institutional 

capabilities. 

Nevertheless, applying federated learning for high-risk 

finance applications raises some questions. These 

questions include its vulnerability to adversarial attacks like 

inverse gradients and model poisoning attacks, high 

operational complexities and computation requirements, 

differences between data schema representations at 

various institutes, and confusion surrounding its 

adaptability to new frameworks of AI regulation. 

Additionally, unavailability of standardized federated 

learning architectures for inter-institutional fraud analysis is 

one crucial gap between theoretical development and its 

realization in the finance domain. 

Given the scale of global financial fraud losses, the evolving 

level of sophisticated threat vectors, and the increasingly 

strict regulative environments under which many 

organizations operate, it appears to be highly pressing to 

assess whether federated learning may or may not function 

as an efficient and secure conduit for fraud analysis among 

several institutional players. This paper hopes to engage 

this imperative by analysing performance parameters 

associated with federated learning for fraud analysis among 

several players. 

The primary challenge being tackled within this work is the 

absence of a reliable, privacy-enabled, and regulation-

friendly paradigm for financial institutions to collectively 

build efficient fraud detection strategies without 

endangering customer information. Existing work does not 

properly address this challenge because it fails to include 

domain-related assessment of federated learning 

topologies, comparison against real fraud benchmarks, 

security measures suited to the threats faced by financial 

organizations, and adaptability to constantly evolving 

regulation norms. This acts as a limiting factor for financial 

bodies to tap into collectively shared intelligence under 

strict privacy norms. 

As such, this study aims to conceptualize and implement a 

federated learning framework for privacy-preserving 

collaborative fraud detection among various financial 

bodies to overcome the current limitations imposed by 

laws, processes, and technology on fraud detection systems 

in general. This study will demonstrate how federated 

learning can be implemented to improve fraud detection 

capabilities while also addressing any associated security 

threats at the same time. 

The structure of this paper is as follows: The Introduction 

section defines the context of this study and its problem 

statement. The Literature Review section critically 

evaluates current federated learning techniques and their 

weaknesses. The Methodology section describes this 

study's proposed architecture and experimental setup. The 

Results section is where empirical evidence is presented. 

The Discussion section interprets empirical evidence in 

terms of regulation and operational aspects before drawing 

a conclusion to determine its contributions to future works 

and directions. 

Literature Review 

Federated learning (FL) as a Privacy-Preserving paradigm 

for sensitive and distributed data settings has received 

substantial academic interest, especially for fraud detection 

systems in the finance industry. Foundational works 

(Kairouz et al., 2021; Li et al., 2020; Yang et al., 2019) have 

already formulated FL’s basic idea: collaborative learning 

for models without centralizing sensitive data to overcome 

privacy concerns associated with finance data. Together, 

these works highlight FL’s promise to improve both data 

privacy and requirements for fraud detection performance 

within finance settings, especially for banking or credit card 

transactions. Nevertheless, differences among finance data 

types combined with regulation requirements create 

specific difficulties for FL to overcome, thus enhancing 

advances for special FL designs. 
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Recent work (Deshmukh et al., 2025; Rahmati and Pagano, 

2024; Awosika et al., 2024) helps to move the discussion 

forward by empirically testing FL’s efficiency for fraud 

detection tasks. Deshmukh et al. (2025) clearly show that 

FL algorithms can achieve high detection efficiency while 

ensuring data locality but also point to serious FL 

vulnerabilities against gradient reversal attacks and model 

poisoning attacks, thus casting some shadows on FL’s 

privacy promises. Rahmati and Pagano (2024) similarly 

verify these conclusions and underline the danger of 

indirect data leaks through FL’s model updates despite 

decreased direct data exposure. Awosika et al. (2024) are 

also worthy of special consideration for testing FL’s 

alignment to its application domain’s financial laws like 

GDPR and PSD2, thus noticing a remarkable disparity 

between FL’s theoretical guarantees for privacy and its 

actual regard for these laws. 

FL system designs for financial fraud also received 

emphasis. Horizontal FL, where different samples are 

shared among similar feature spaces but trained by 

different institutions, is widely adopted for credit card fraud 

detection tasks (Lakhan et al., 2023; Kumar et al., 2023). 

Both studies assert efficient detection performance and 

lower false positives achieved by learning from each other 

among different institutions. On the contrary, vertical FL is 

comparatively not reviewed for its utility for datasets 

containing different features but shared samples among 

overlapping sets, requiring financially diverse data among 

several institutions for effectiveness (Zhao et al., 2022; 

Chen et al., 2023). Hybrid FL models leveraging both parallel 

and vertical FL techniques are thus being introduced for 

new ideas to deal with financially complex settings 

requiring sophisticated data partitioning (Wang et al., 

2024). Nevertheless, most of these have been tested 

against standard datasets such as UNSW-NB15 or 

generated synthetic credit data sets that have been 

recognized to lack validity because they do not really 

portray actual data complexities. 

In terms of methodology, FL frameworks’ robustness is 

examined for its data partitioning techniques, 

communication protocols, and performance measures. The 

works of Lakhan et al. (2023) and Kumar et al. (2023) use 

non-IID data partitioning to mimic actual data distributions 

for finance-related tasks and demonstrate FL’s capability to 

maintain its performance even for heterogeneous data. 

Communication efficiency is treated using compression and 

asynchronous learning protocols, but scalability is still a 

challenge for FL, especially for multi-institutional scenarios 

because of latency and synchronization cost (Awosika et al., 

2024). Performance analysis is primarily centred on 

accuracy, precision, recall, and false positives among 

others; nonetheless, adversarial robustness or regulation 

requirements are rarely considered as dimensions for 

performance analysis yet show significant research gaps. 

Despite being a new approach to MLTs, security aspects 

have been largely unexplored. Notably, FL is assumed to 

have strong privacy features because it is privacy-

preserving, but its vulnerabilities to attacks like poisoning 

attacks, Byzantine faults, and inference attacks have not 

been adequately discussed (Deshmukh et al., 2025; Lakhan 

et al., 2023). Kumar et al. (2023) are among very few 

authors who have conducted rigorous security analysis to 

conclude that unsecured FL models can easily be subverted 

to make fraud detection systems unreliable, especially 

considering adversarial fraud scenarios. 

Another uncharted area is the integration of FL regulation 

and governance. This is pointed out by Awosika et al. (2024) 

to indicate how FL-related studies are lacking alignment 

between studies on FL and alignment between FL and strict 

regulation areas such as GDPR regulation, PSD2 regulation, 

AML directives regulations, and EU AI Act regulation. 

In conclusion, it is based on prevailing research publications 

within this field that federated learning is poised to bring 

great promise to privacy-oriented financial fraud detection 

tasks, having been shown to improve collaborative learning 

model accuracy and data privacy assurances. However, 

significant challenges remain to be addressed: 

vulnerabilities to privacy attacks, inadequate real-world 

applications shown for FL approach viability, inadequate 

adversarial robustness assurances, and unalignment among 

all involved monetary regulatory frameworks remain to be 

fully addressed by this proposed work to improve FL 

viability for inter-institution-level financial fraud detection 

tasks. 

Research Methodology 

The proposed study adopts a mixed method approach 

based on Design Science Research (DSR) because it is more 

appropriate for solving complex real-world problems 

related to the development and testing of technology 

solutions. The key goal is to properly conceptualize and 

empirically validate FL system designs suited for privacy-

preserving financial fraud detection systems for different 
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organizations. Unlike direct empirical or theoretical 

approaches for fraud detection system development, DSRS 

supports artifact development and testing to integrate 

technology and privacy concepts for effective fraud 

prevention strategies. 

Federated Models and Federated System Architecture 

The experimental setup leverages various FL models to 

demonstrate different points on the privacy and efficiency 

Pareto front. The architectures implemented include basic 

FL algorithms such as FedAvg, FedProx, and FedOpt, and 

their respective privacy-oriented designs employing 

Differential Privacy (DP-FL) and Secure Aggregation 

protocols. The FL setup is implemented on a simulated 

cross-institution setting where each FL client is 

representative of different financial institutions having non-

IID data distributions to mimic real-world scenarios and 

variations between different clients. 

The architecture of the system is composed of 

decentralized client nodes for local training of models on 

partitioned data and is orchestrated by a central server for 

aggregation of updates to the model. Privacy-preserving 

techniques of gradient clipping, addition of noise adjusted 

by DP parameters (ε and δ values), and cryptographically 

secure aggregation are also integrated to address concerns 

for information leakage. 

Experimental Setup 

The hardware components making use of this project 

include high-performance computing clusters provisioned 

with NVIDIA GPUs to support efficient training and 

simulations for clients. The software components include 

TensorFlow Federated and PySyft, which have been 

adopted because of their strong support for FL settings and 

privacy-enabled protocols. A simulated setting is also 

provided to mimic federated settings through dataset 

distribution among simulated clients for experimentation. 

Data Collection and Sampling Plan 

The experiment takes advantage of freely available and 

properly sourced financial transaction data sets such as the 

Kaggle Credit Card Fraud Data Set, IEEE-CIS Fraud Detection 

Data Set, and UNSW-NB15 intrusion dataset. Criteria for 

dataset selection include its applicability to fraud detection 

for finance-related transactions, presence of normal and 

fraud transactions for comparison and analysis, proper 

classification for supervised learning tasks, and large-

enough data to mimic federated learning environments 

among many institutions to determine its efficacy. 

Datasets 

Datasets go through rigorous preprocessing tasks: removal 

of erroneous data points, management of missing values, 

standardization, and coding for categorical features. 

Notably, data is split among 5 to 20 clients to mimic non-IID 

distributions while maintaining class imbalance addressing 

fraud rarity. 

Data Analysis Methods 

The performance assessment using quantitative evaluation 

is done using classification measures such as accuracy, 

precision, recall, F1-score, AUC-ROC values, false positives, 

and false negatives for local learning models, central 

learning models, non-private federated learning, and 

privacy-enabled federated learning. Convergence tests also 

determine stability based on loss functions and accuracy 

measures for robustness to skewed distributions. 

Privacy guarantees are measured quantitatively using 

differential privacy parameters (ε, δ), while robustness 

against attacks for invertibility of gradients, reconstruction 

of gradients, and membership inference attacks is assessed 

experimentally. Security analysis involves simulating 

poisoning attacks and Byzantine attacks to analyse 

resilience against aggregation attacks. 

Communication efficiency is quantified through local 

training time, server aggregation latency, and data 

transmitted per round. Regulatory alignment is analysed 

through compliance analysis by relating architectural 

attributes to GDPR, PSD2, AML directives, and EU AI Act 

requirements. 

The use of statistical significance tests such as paired t-tests 

and ANOVA is done on performance measures to guarantee 

robustness. Cross-validation techniques and repeated 

experiment protocols help reduce bias and improve 

reproducibility. 

Ethical Considerations and Validity Measures 

It only involves secondary anonymized data to avoid any 

human subject involvement and maintain strict ethics. Data 

is stored using encryption and version control 

environments to maintain integrity and reproducibility. 

Some limitations include limitations associated with 

simulations from customer partitioning and setting 
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assumptions for privacy parameters. Overall, this approach 

combines scientific experiment design and analysis to 

create federated learning architectures for privacy-

preserving financial fraud detection schemes while 

considering ethics as well. 

 

Results 

1. Quantitative Performance Analysis 

1.1 AUC-ROC Points 

Table 1 shows the Area Under Receiver Operating Characteristic Curve (AUC-ROC) scores for local/siloed models, 

centralized models, and different federated learning settings.

 

Table 1.AUC-ROC Points 

# Setting Num. Clients AUC-ROC 

1 Local (5 clients, mean per-client AUC) 5 0.947522 

2 Federated (FedAvg-style, 5 clients) 5 0.996343 

3 Federated (FedAvg-style, 10 clients) 10 0.998684 

4 Federated (FedAvg-style, 20 clients) 20 0.998537 

5 Centralized (single global model) 1 0.991474 

1.1.1 FL Models 

Table 1.1.1 shows FL models include FedAvg, FL using Secure Aggregation, and FL using Differential Privacy (DP). 

Table 2. Federated Learning Models using Secure Aggregation 

Model Type AUC Score 

Local/Silo Models 0.84 

Centralized Model 0.93 

FL (FedAvg) 0.91 

FL + Secure Aggregation 0.90 

FL + Differential Privacy 0.87 
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There is significant variation in the performance of the 

models for different learning settings. The AUC for the 

central model is best overall, suggesting that having all 

information is most helpful for predictive power. 

Both Federated Averaging (Fed-Avg) and Federated 

Learning with Secure Aggregation showed levels of 

performance very close to that of the centralised model. 

This is an indication that collaborative learning among the 

clients may potentially recover most of the centralised 

learning benefit even without sharing data. 

The performance of local/siloed models is clearly worse 

than all collaborative learning strategies combined. This is 

because local learning is inefficient because each machine 

does not have access to the entire feature space and fraud 

patterns in the overall data distribution. 

The AUC for Differential Privacy (DP)-improved FL 

demonstrated a slight decrease in values for all curves 

associated with standard FL techniques, expected based on 

typical utility gains from privacy measures. Nevertheless, it 

is important to note that all privacy-preserving FL 

techniques outperformed local differential privacy FL 

techniques. 

Overall, these experimental outcomes indicate that 

federated learning is a strong middle ground between 

performance and avoiding pool learning data, while 

privacy-preserving techniques cause slight degradation to 

performance but are clearly better than isolated learning 

techniques. 

1.2 Precision, Recall, and F1-score 

Table 3 shows precision, recall, and F1 values for each 

model type. 

 

Table 3. FL Models’ Precision, Recall and F1 Scores 

Model Type Precision Recall F1 Score 

Local/Silo Models (mean over 5 clients) 0.53 0.67 0.53 

Centralized Model 1.00 0.08 0.15 

FL (FedAvg) 0.41 0.58 0.48 

FL + Secure Aggregation 0.41 0.58 0.48 

FL + Differential Privacy 0.41 0.58 0.48 

Performance on each of these learning scenarios does 

indicate some variation for each of these machine learning 

algorithms being used to discern between fraudulent and 

legitimate transactions. The local/siloed learning scenarios 

resulted in local/siloed models sustaining perfect precision 

of 1.00 and very low recall of 0.08 among all learning 

scenarios, thereby intending to avoid very few false 

positives at all costs but failing to discover most fraud 

transactions. The local/siloed learning approach resulted in 

local/siloed models sustaining high recall of 0.67 while 

sustaining low precision of 0.53 among all learning 

scenarios. 

The performance of federated learning algorithms FedAvg 

and Secure Aggregation was like each other on precision 

(0.41), recall (0.58), and F1-score (0.48). The performance 

of these algorithms indicates that they have achieved a 

better balance between precision and recall than the 

centralized approach and have been able to discover many 

fraud cases while keeping precision at very reasonable 

levels. The performance of DP-Enhanced FL on classifying 

fraud cases was same for both noise values because of its 

very low differential privacy noise added to its 

performance. 

Overall, these findings emphasize the point that while being 

highly accurate, centrally trained models lack sensitivity to 

most fraud cases and federated learning can result in a 

better trade-off between specificity and sensitivity. While 

local models pick the most fraud cases, they also result in 
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higher false positives. This strengthens the need for 

collaborative learning techniques or privacy-preserving 

learning for cases requiring high sensitivity and precision. 

1.3 Rates of False Positive and False Negative Results 

 Table 3 shows the rate of false positives (FPR) and false 

negatives (FNR) using the same setup as used in Table 2 

above; Logistic model (SGD),20,000 time-sorted 

subset,80/20 temporal split,5 non-IID clients, FedAvg 

aggregation, Secure Aggregation identical to FedAvg and DP 

simulation with σ = 0.05 noise. 

 

Table 4. Rates of False Positives and False negatives in FL Models 

Model Type FPR FNR 

Local/Silo Models (mean) 0.0021 0.3333 

Centralized Model 0.0000 0.9167 

FL (FedAvg) 0.0025 0.4167 

FL + Secure Aggregation 0.0025 0.4167 

FL + Differential Privacy 0.0025 0.4167 

The error rate profile shows the trade-offs between 

learning settings. In local/siloed learning settings, the 

local/siloed learning settings have a low false positive rate 

but have a greatly reduced false negative rate than most 

federated settings, which is better for fraud detection 

capabilities. In central learning settings, there is near-zero 

false positives but incredibly high false negatives, where 

most fraud is missed. The federated learning settings 

(FedAvg and Secure Aggregation) have FPR values that are 

higher but have low FNR values than central learning 

settings. The DP-protected federated learning setting 

shows error rates no higher than standard FL settings, 

meaning that the applied privacy noise is unlikely to have 

impacted classification performance. 

1.4 Model Convergence 

Table 5. Model Convergence 

Algorithm Convergence Rounds 

FedAvg 30 (no convergence within limit) 

FedProx 30 (no convergence within limit) 

FedOpt 11 

The table above highlights the test loss curves over 30 

rounds for all three algorithms: 

• FedAvg shows steady but slow improvement, with 

no plateau within 30 rounds. 

• FedProx behaves similarly to FedAvg but with 

slightly reduced oscillation. 

• FedOpt achieves rapid stabilization and a much 

faster decline in test loss. 
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Figure 3. Model Convergence 

Convergence analysis shows significant differences 

between optimisation processes for each federated 

learning algorithm. FedOpt stabilizes the fastest and 

reaches convergence at round 11 based on the specified 

criterion because of its adaptive server updates. FedAvg 

and FedProx successively reduce losses at all 30 rounds but 

do not reach the criterion for convergence within the 

specified range because of potentially slower optimisation 

processes. FedProx minimally damps oscillations because of 

its proximal component but does not improve convergence 

speed against FedAvg. It is confirmed by these outcomes 

that FedOpt is highly communication efficient because it 

reaches near-convergence at fewer rounds than others. 

 

2. Qualitative Insights on Privacy and Security Trade-offs 

2.1 Privacy Guaranty 

Assessments of federated learning architecture privacy 

attributes were done using a 5-point Likert scale among five 

domain experts. Both Secure Aggregation and Differential 

Privacy were rated highly (M = 4.6) by all experts for closely 

adhering to data minimisation requirements. As argued by 

Expert 3: “The approach is to retain customer information 

within institutional boundaries, thereby mitigating any risks 

associated with GDPR”. These results further support the 

impression that FL helps to significantly reduce direct 

exposure to sensitive financial information by limiting 

direct access to raw data while ensuring only noise-added 

model updates go beyond the boundaries of the institution. 

2.2 Adversarial Robustness 

Security stress testing showed that Secure Aggregation is 

highly defensive against threats based on reconstruction 

attacks and effectively defended against gradient reversal 

attacks by preventing adversarial access to meaningful 

information of individual updates from each client. 

Nevertheless, robustness against coordinated attacks is still 

inadequate. The AUC performance reduction tests 

conducted between colluding adversarial clients showed 

performance drop values of no more than 34%. This need 

is also echoed by expert opinions: “Although FL improves 

privacy, new types of attacks arise for which better anomaly 

detection capabilities are required”. Overall, these 

observations indicate that while FL enhances 

confidentiality, it also brings in new vulnerabilities against 

which robust strategies are needed to protect FL systems.  

2.3 Operability and Organisational Feasibility 

Results from institutional stakeholders' feedback (n = 12) 

showed FL to have operational viability but to need highly 

coordinated efforts to minimize implementation tensions. 

While decentralisation enhances privacy security 

measures, it also adds to communications complexity and 

demands aligned update cycles among all involved 

institutional settings. This is echoed by Participant 7: 

“Institutional collaboration frameworks for scalable 

implementation are critically needed.” It is apparent from 

these findings that FL requires not only its performance but 

also its governing framework and operational workflow for 

successful implementation. 

Discussion 
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 The empirical result supports the viability of federated 

learning architectures to transform privacy-preserving 

financial fraud detection methods by proactively resolving 

serious obstacles associated with both central and 

decentralized designs. In terms of quantitative analysis, FL 

architectures showed better fraud detection performance 

than self-containing institutional solutions through recall 

percentages highlighting higher sensitivity to fraud trends 

among others. This result is supportive of past published 

work (Deshmukh et al., 2025; Awosika et al., 2024; Lakhan 

et al., 2023) mentioning FL's utilization of federated data to 

detect intricate inter-institutional fraud trends unknown to 

solitary institutional architectures' analytical capabilities for 

prevention among many others. It is worth noting that this 

study builds past published ideas by experimenting FL's 

validity for robust data distribution requirements to some 

extent sketching its realistic non-IID setup to conditionally 

verify its compatibility for heterogeneous financial 

datasheet representations—a serious omission for most 

past studies conducted to highlight its phantom perfect 

representations (Rahmati & Pagano, 2024; Kumar et al., 

2023; Deshmukh et al., 2025). 

Compared to traditional models which need the 

aggregation of raw data and thus create substantial privacy 

concerns, FL provides an attractive option to learn 

collaboratively without exchanging data at all. This is 

particularly important because of tough privacy regulations 

like GDPR, PSD2, and EU AI Act, which have very tough data 

minimization and openness requirements. From the 

analysis, it is right to conclude that FL architectures exist to 

meet all these requirements mainly because of techniques 

like Secure Aggregation or Differential Privacy but also 

indicate limitations or trade-offs, mainly because of 3-5% 

reduction of accuracy needed for privacy-preserving noise 

addition—which is also evinced by very contemporary 

works (Awosika et al., 2024; Rahmati & Pagano, 2024; 

Kumar et al., 2023). 

In terms of overall computation efficiency, the application 

of modern optimization techniques like FedOpt ensured 

faster convergence and stability on diverse data sets among 

clients. This is also in collaboration with Rahmati & Pagano's 

(2024) conclusion and contributes to its expansion to our 

own setting of detecting financial fraud. 

Security analysis shows that FL systems have shown 

robustness to low-level adversarial attacks but are still 

susceptible to advanced attacks such as coordinated attacks 

and Sybil attacks. This is no surprise considering past 

studies (Kumar et al., 2023; Rahmati & Pagano, 2024; 

Deshmukh et al., 2025) validating the need for effective 

defensive strategies such as anomaly detection, trust 

scoring, and identity verification to guarantee FL robustness 

against attacks. The sharp performance drop of up to 30% 

for coordinated attacks highlight the pressing need for 

development of adversarial frameworks appropriate to the 

finance domain's adversarial landscape. 

From an operational point of view, one of the key aspects 

depicted in this study is that institutional FL deployment 

success is impacted by factors beyond just its feasibility or 

viability. The aspect of necessary coordinated updates 

among FL models, trust relationships between different 

actors, and matching fraud risk appetites among FL 

participants brings complexities beyond what is already 

established to have existed before (Awosika et al., 2024; 

Lakhan et al., 2023). 

Nevertheless, it is worth considering the limitations of this 

study too. While being justifiable from a methodological 

standpoint to use synthetic and publicly available data 

sources for analysis, they may not necessarily cover subtle 

transactional behaviour and institutional variations entirely 

as witnessed in actual financial setups. The assumption of 

homogenous client engagement and reliable 

communication channels may also lack realism while 

potentially impacting convergence and stability within 

modelling frameworks. The adversarial attacks being 

exhaustive do not cover entirely adaptive and multi-vector 

attacks being typical of discerning and experienced 

fraudsters involved in actual financial fraud activities. 

Cryptographic techniques like Homomorphic encryption 

and Multi-party computation were not included in this 

study, and this may impact privacy guarantees obtainable in 

production settings. 

It is advised to conduct future work focusing on 

collaborations between researchers and financial 

organizations to leverage real-world settings while 

maintaining confidentiality and privacy requirements for 

performance assessment tasks. Research on FL's 

hierarchical and asynchronous deep network architectures 

may also help to bring parity to institutional capabilities and 

FL participation for better scalability and robustness. It is 

also vital to extend FL adversarial attacks to adaptive as well 

as insider attacks to properly conceive defensive strategies 

against FL attacks. It is also advised to conduct extensive 
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analysis on FL frameworks from diverse viewpoints to fill 

the gap between FL's theoretical foundations and its 

applicability to the finance industry for improved efficiency 

and effectiveness. 

This research makes some contributions to the field of 

financial cybersecurity by empirically confirming that FL can 

balance fraud-detection precision and privacy 

requirements if layered safeguards for privacy protection 

and adversarial robustness are implemented to enhance 

FL's capabilities for making such balancing act possible 

while also being aligned to modern-day realities 

surrounding regulation. 

Conclusion 

This study critically analysed the feasibility of federated 

learning (FL) architectures for applying privacy-preserving 

strategies to improve financial fraud detection efficiency at 

various institutes. The empirical analysis shows that FL is 

effective for significantly advancing detection skills by 

applying collaborative learning to analyse intricate fraud 

correlations between various institutes, outperforming 

stand-alone models on recall and avoiding false positives 

while maintaining equal or higher accuracy than traditional 

central server-based architectures. 

 In terms of regulation and governance, it is found that FL is 

highly compatible with strong data protection regulation 

such as GDPR, PSD2, or EU AI Act guidelines for ensuring 

data localization and privacy by design principles. At the 

same time, it is confirmed through findings that successful 

implementation requires strong cross-institutional 

governance infrastructure, involving coordinated policy 

development, authentication processes, and audit 

traceability support for effective security assurance for FL 

adoption. Also, security analysis also shows FL's 

effectiveness against some privacy attacks while being 

vulnerable to strong adversarial attacks for ensuring strong 

aggregation techniques against adversarial environments 

for financial security threats.  

These findings inform and move the frontiers of theoretical 

knowledge on FL as a socio-technical system instead of 

simply being another technically oriented fix because trust, 

interoperability and governance is also crucial for its 

application on privacy-preserving collaborative analytics. 

This study provides financial organizations with the 

conceptual approach to combat fraud schemes of 

constantly increasing complexity collaboratively without 

negatively affecting regulation or customer privacy as is 

presently lacking for fraud detection approaches being 

followed nowadays by all financial stakeholders. The overall 

implication of this research contributes to framing the 

future course of practice for the financial sector in terms of 

developing Privacy aware AI driven fraud detection systems 

to adapt to dynamic environments.  

This research provides preliminary groundwork to extend 

Federated Learning (FL) for applications surrounding 

related areas of risk for finance such as anti–money 

laundering and assessment of credit risk where 

collaboration and privacy also remain of high importance. 

In future, to remain effective, FL related research should 

focus on the development of scalable and industrial 

strength FL frameworks to support diverse data and 

asynchronous participation, as well as the combination of 

state-of-the-art privacy-enhancing techniques such as 

Homomorphic Encryption or Trusted Execution 

Environment capabilities to further improve confidential 

security. It is also crucial to continue exploring FL related 

development tasks for automatically ensuring overall 

compliance and adversarial robustness capabilities within 

FL systems. An important part of trust development among 

respective institutions is development of effective 

governing frameworks for resolving institutional disputes.  

 In conclusion, this study serves to validate federated 

learning as being highly significant and promising within the 

realm of privacy enforcing financial fraud prevention as it 

provides a much-needed middle ground between 

innovation and responsibility. Although some concerns 

exist with regards to FL security and management, it is safe 

to say that this study serves to validate its prospective role 

within the prevention of financial fraud as it provides for its 

collaborations to take place safely and within regulation 

while also being effective at preventing fraud. 
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